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BEEFIRY —ILEFE > TRAEICHIIREN=XENHYET , SRYCEEVAHOI5RIE. HoMLHIT
ALZE,

Some text has been translated into Japanese using automated translation tools. We apologise
in advance for any errors or mistakes.
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2. 1FLOHIZ
Introduction

ENMIWNIALRT LPEREEDFHFFTHELEREL TS 1T o2 TGS ARER (HDMC) [ZREEL V-
LET LIR—MII&, T50 P —EWeb7 T IZBET 5 S < OB DM DFEFONATNEENTUE
T, IOSTOWebKitDFIREHR T I HELVSREIZOMNORELET . CNIFEELGIE VI THY., IR+
DENAIWTIT)IAL AT LOHREERILTEDLDEELTVET,

We would like to thank the Headquarters for Digital Market Competition (HDMC) for conducting
the Competition Assessment of the Mobile Ecosystem Interim Report. The report contains
detailed and careful analysis of many of the issues as related to browsers and Web Apps. We
wholeheartedly agree with the proposal to end the WebKit restriction on iOS. We believe this is
an important topic and that only regulation can restore competition to the mobile app
ecosystem.

AppleDApp Storeld, A—H—DENAITNARIZTTVEAVAM—ILTHELAETHY. i0SDi5
B. DT ITVEAVRN—ILT BHE—DHETT , ENAIWARL—TAV TV RT LEN—FITT
F—rF—n_—F, BRESNTHOREBA——DOT /A RZBEIZHITHLZE T, App StoreET /31 AD
FIRIZKY F—bF—/—[F, —F—D A b BRR IV D EROHEGEHRETHH—F/—
TATANAT—INEDY I I T EAV AL TELENESITT HIET, I—F—M o ZEEOREEHFHT
EMTEF T, SBIC, COBEEFTFRAL T, Y—F/—T47aN\A(F—DYIbY 7 LY —E RITBMEE
(& K42.8%) & 1——IFERTEFET,

App stores are the primary way that users install apps on mobile devices, and for iOS it is the
only way for users to install capable apps. Mobile operating systems and hardware
gatekeepers exert extreme control over users' devices long after they are sold. App stores and
device restrictions allow gatekeepers to extract extensive revenue from users not by merit or
user choice but by blocking the user from installing software from third party providers,
including those that compete with their own offerings. They can further leverage this power to
charge the user additional fees (up to 42.8%) on software and services from third party
providers.

VIR 7 TGIEIEREITHENBLL 42.8%DHEFEBMT HLIEFARETHY . IRMD KA EHE
EICERIF T HLFITEFE A, OWARK. ChoDBEEZLI—H—ICH T HFALHELRLGLTOET,
The software market is highly competitive, it is not possible to add 42.8% fees and not have the
majority of costs be passed to consumers. OWA views these fees as an unreasonable tax on
the user.

HLFAFKENHBOYR—FERTFICA—F—HIYIRILEDBBENRBEEL, 7—bF—/3—130
%NEMAZTERLI-GE . ARENERIC7FILZITERS-O1CIE. FAFEELMEEEZI10RLICEIZ L
(. HBENZISEEESIZ LFIRENHYFET, 42.8%(1/(1-.3)=1.428),

If a developer for a given number of users requires $7 per a user to support and
maintain their product and the gatekeeper demands a 30% cut, in order to receive $7
the developer must increase their price to $10, thus increasing the price the consumer
pays by 42.8% (1/(1-.3) = 1.428).

WMRADIEIELABFN LB, EINANT X —T 12T R T LD T —,F—/N— [ — R /N—F o DF T
YRR FEFFA] T BLEIIZ#HT B EFREL TNVET , CHIZCAEDEEZ R T EDICHIEERTS
FIH, A—F—DZLDT TR TFEA2R—)L T BETBEMEILIRLN /=8, ¥ IZFDFIEH EEGZZE L,
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FIYRRTFEN LT —hF—/ N—DEREL THEY DHERELFET,

Various regulatory agencies around the world have proposed forcing the mobile operating
system gatekeepers to allow third party app stores. While this would go some way to alleviating
these issues gatekeepers via their app stores would still wield considerable power, as users are
unlikely to install many app stores, particularly if the procedure for doing so is daunting.

SHIT, BEITEOTUR RATATF7IVESESELRTOT SV EEBTERL. BARL—TAV TV RT L
[CEDOETIESEFHAPIZFERTIBLELHYET CNiE. RATAIT T ITIN VAT LB CHEERATER
WIEEEKL, RL7 T DEHRD/N—2av B ES S UM T H-OICE REARMBEEL, 7—F
F— /=TT HEED TR ELEFMBOM AN OV YA ENETEITHYFET,

Additionally, depending on implementation, Native Apps would still have to be written in
different programming languages and with different APIs which are bespoke to each operating
system. This means that Native Apps would not be interoperable between systems, requiring
significant cost to build and maintain multiple versions of the same App while providing the
gatekeeper a form of lock-in via non-transferrable investment and expertise.

Web7IE, 7TIVRNT EOMBEERATRELEREDRBAHRDIRTYT , AEISHRETHIENTENIL,
Web7 T)IERATATTT)DBAMERBIBEYFET, REAREBLEF ->TLDDIE. COHEEIC
BLTTY, iIOSERCTRTDOST, TF70HF—(FEBELAPIEHEEICT VR TES 0. TI9vbT+—L
BITHR—2TNTTIr—a EBIETEET, Appleld. —ENEHLI-FIRIZL-T.iIOSETNINES
BERFOHEREGHFTEY, ChoDFHIRIERBRFHUTREALLDTHIEHAFTEZITVET,

Web Apps are an untapped source of interoperable competition with the app stores. When
allowed to compete fairly, Web Apps can provide a compelling substitute to Native Apps. It is
on this question of capability that we are most interested. On every OS but iOS, browsers have
access to important APIs and features, allowing them to deliver portable applications across
platforms. It is only through a set of interlocking restrictions that Apple has prevented this
competition from emerging on iOS, and we believe that these restrictions are anti-competitive
and unwarranted.

FIRDDIENIT SOV DR TIE, ¥—hF—/—[FHURRY I RSN =R EHEWeb T T DA Xb—IL
709 TET  BMHEEFEMLIZY., BHOBEREHETH7TIETOVILEZYTHILILTEEEA
In a world of capable browsers, Gatekeepers would not be able to block the installation of safe,
sandboxed and secure Web Apps and would have no leverage to add additional fees or block
Apps that compete with their own offerings. Gatekeepers can't force third party providers to
pay the tax by threatening to block users' ability to download those Web Apps, as they do with
Native Apps.

Web7T)I&. T50 MLV RM—ILTEDRT TV r—2a0THY . TV FNENERREICT HRY .. A
T4TT7 T EREDRBZE L —H — (TR TEET, FIRDLNIT SO T ATF1VTEET . B
TXATAETFAN—ETIVERBTEET, BT BIC. Web7TUTIEZLDBREILETHIENT
EEX

Web Apps are applications installed from the browser that can provide users an experience on
par with Native Apps when modern browsers are permitted. In competent, modern browsers
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they can work offline and provide a superior security and privacy model. They are, in short,
capable of amazing things.

WebTSvh T4 —LADREF A—TUTEHTHY ., EORELTSYNTIA—LELTEETELO. 7
EDOFREITBEVTEREIZEELVEDTY , TRAIMTOSEEAT SR EICEST. Web7 T r—av (&
FIFITEELEIRRICAEYDDHYET , AdoberOMicrosoftimED ZLD %L, HHEERAIAEAWeb 7
J)sr—3> (Word, Powerpoint, Photoshop. lllustrator) DE A [ZEIBHITY . HERLS, WebT 5k
TH—LlF, —F— (o TERMNFEALELL AREICESTEVERAIRNTERD TSV I+— L%
A—FYMITES, KYEBRETRFEOEWNT T T—a kT 5 ENTREICHE ST TT,
Investment into the Web platform is highly desirable for future competition as it is both open
and free and allows any company to build upon it as a platform. Web Apps are increasingly
becoming the primary choice for companies on desktop operating systems. Commercial users
now spend greater than 60% of their time within a browser and many companies such as
Adobe and Microsoft are heavily invested in adopting interoperable Web Applications (Word,
Powerpoint, Photoshop, lllustrator) because they allow these businesses to produce higher
quality, maintainable applications which can target multiple platforms with near-zero friction to
users and low costs of operation for developers.

AppleDiOS EDT7 T r—av BT 2L UDE DavIEWeb7 T r—ia>ThHY .. 5 B THHESIEWeb
T r—arh App StorelZh2E HiBIRETHAEFIRLTULVET , AppleMCEOTHASTim Cook
KIFZERIE T. VI HIOS App StorelZHRHHEITAIRELRBERBEIRETHETBL. BHROEREL
FLfzo Fzo A—ARSUT TITHNIzEpictt LD FHFITHID KSIZERLTULET,

Apple’s original vision for applications on iOS was Web Apps, and today they still claim Web
Apps are a viable alternative to the App Store. Apple CEO Tim Cook made a similar claim in
Congressional testimony when he suggested the Web offers a viable alternative distribution
channel to the iOS App Store. They also claimed this during a court case in Australia with Epic.
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LHL. RDIDDEEMNS, WebT T Ur—aV (FBREIOSTEITAIRELHEAHF TIEHYEE A,
Despite this Web Apps are not currently a viable competitor on iOS for three reasons:

1. TooHHR
Browser Ban
iOSTIE, thDIT T o HFHAEELEZ LT TIVSI=8. AppleDSafarihBSME— DT SoHELYET,
Apple’s Safari is the only browser on iOS as all other browsers have been effectively
banned.

2. FRLTLSH8E
Missing Features

ApplelZ. iOSESafariOmA T, Web 7T r—a>h App Storel2&H 27 T ERETEDLSIC
TEODEEGHEDREEZ (—EIXI0FL L) EELTHET,

Apple has refused to implement key features (some for more than 10 years) that would
allow Web Apps to compete with Native Apps from the App Store, both on iOS and in
Safari.

KAV
Bugs
Apple®iOS Safarilk, SA/VLELLBL TNT D ELRRETHA 2O, 7T Ur—3a>DT5vk
T4 —LELTHIILTLVELY,
Apple's iOS Safari is buggy and unstable compared with rivals, rendering it unviable as
a platform for applications.

iOSIE. KETIF46%. BARTIEB5%IENITTRI T vIEEDDILE ENAILIIALATLIIBITHEE
BILAXN—TT, COEIE, i0SEIFTTHLANdroid TH, Web7 T —Lar DRFEIR MOHEEER S
DEAEEEDCTHIDITKECEELTVET  RUBETHEDH S 1—F—ITH/HIET 51=HIZWebZE
AT 3ILEBBTELRVRER, ThENDRATAT - TR T LRAIFICH—ERZBRAK T HELVDIIR
OO BIREEZITANE HER/LELEDDTY,

iOS is a significant player in the mobile ecosystem landscape with 46% in the US and nearly
65% of web traffic in Japan. iOS users enjoy high average incomes, creating a market that can
not be ignored. This goes a long way to nullifying Web Apps development cost and
interoperability advantages; not only for iOS but also for Android. Companies that cannot
imagine using the web to address the wealthiest, most valuable users are forced to accept the
costly logic of re-developing their services for each native ecosystem.

COZEITDNTIE, TR ERICHESFEL 0T IEL BRI TRAMIHENMLTLET,
We have written about this extensively in our paper “Bringing Competition to Walled Gardens".

Page 8 of 74


https://gs.statcounter.com/os-market-share/mobile/japan
https://open-web-advocacy.org/walled-gardens-report/

ENAIILNIALRT LOHEFHE-T 50 EWeb7 1) (HDMCADGE)
Competition Assessment of the Mobile Ecosystem - Browsers & Web Apps (Response to HDMC)
Version [ /3—23> 1.1

HAPORFENER/IE. CORFFEFHIITEIZRO. TNITHINT 5O DILE EDERERELTVET,
Regulators worldwide have acknowledged this anti-competitive behaviour and have proposed
legislative remedies to counter it.

EUDTIRILTHIGE/— DT GRIAIEHE 2 HBERELIz1OM)
The |atest revision of the EU’s Digital Markets Acts notes (emphasis added):

7= F—I— DT ISV I OUEERAL, RIELTWSIEE ., BHOVIIITZVHEITTH HE
$50xT7ITT0H  OWNTEDLTVYIND 77T ) r—av|SBRASN AR IR EERET HILHITH
%o |

"When gatekeepers operate and impose web browser engines, they are in a position to
determine the functionality and standards that will apply not only to their own web browsers,
but also to competing web browsers and, in turn, to web software applications."

REDHEFTHBIE, E/NAINIIALXTLADTIZHEDPEFHE T, COIRKTEIERED DILEEIZHFHL
TWFT (GEFILE < HBEELI=ED),

The UKs Competition and Market Authority have highlighted this accurately and extensively in
their mobile ecosystems market study interim report and write (emphasis added):

TWebKitD#IRDFZE. IOSLEDTZHOH I UIZIE7EE 575 Applel£iOSLEDTZoH 5t
HTEBHBER (UITIZHS TSI Y IO UK EEIN B T) BEELRELTVEDTY S J

"As a result of the WebKit restriction, there is no competition in browser engines on
iOS and Apple effectively dictates the features that browsers on iOS can offer (to the
extent that they are governed by the browser engine as opposed to by the UL"

TEZLDIE, WebKitD#IRIZLY., Appleld EE DTS 7/=11THL, IOSLDFTNTDITZ oY
DIREE Y R—F T BHOEIHEREL TNBZLETT  CHITHBERFIRT S7-11 TH(F1 75T
SOV HREEERGE DEFTY I7EERNE T SrTREMZEBHICHIRT &7-8). i0ST
INAREDTRTDIT SOV DHFEEZHIRL ., I0SI1—H—DARF LS B EZFZ11E30ELAGINE
A/ NRN—23 DEREESTVET, J

“Importantly, due to the WebKit restriction, Apple makes decisions on whether to
support features not only for its own browser, but for all browsers on iOS. This not
only restricts competition (as it materially limits the potential for rival browsers to
differentiate themselves from Safari on factors such as speed and functionality) but
also limits the capability of all browsers on iOS devices, depriving iOS users of useful
innovations they might otherwise benefit from.”
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Mis1E., ApplelZlZWebkitZ#HIH F 5= DERD A T4THHY . Web7 T A0S App Storedi
BT BEENFWHITTNDEBRRTULET GREFIFFE 2 HEEELIZBD),

They note that Apple has a multiple incentives to hold back Webkit, hindering Web Apps ability
to compete with the iOS App store (emphasis added):

T£9, AppleltGooglett F#SafariDT T4 I MEFEILZCUIZ5RE T B ETGoogles s ZEED
IRZEF1FTH Y. SafariDF U FIFEN £ 16 FI2Z12 TVET, iOSTIL, Safaritn’ T4 X
F—ILEH., TIFINRTSOHEL TRESA TS0, DTS HIZHIL T MBI EEHF>T
WET, WebKitD#IERIE, iIOS_EDMD TS5 hiSafarilZ= FIE TEEEH (BIZ X, X—> Dt
HIAAIBEENE TELGL, WebKithi HiR—rL TGV DE T4 FHK 7 TEGLVEE) F##IR
FECET. COMIFEEIZT EDIZRIZDEEPAET, CAIZEY, A—Y—5HHT71 TIZZ4HS
DTS oY EZSATREIEHESTLY . FDIFR. ToTINDT—T IS DIRBEHHERSNED T
Tl

"First, Apple receives significant revenue from Google by setting Google Search as the
default search engine on Safari, and therefore benefits financially from high usage of
Safari. Safari has a strong advantage on iOS over other browsers because it is
pre-installed and set as the default browser. The WebKit restriction may help to
entrench this position by limiting the scope for other browsers on iOS to differentiate
themselves from Safari (for example being less able to accelerate the speed of page
loading and not being able to display videos in formats not supported by WebKit). As a
result, it is less likely that users will choose other browsers over Safari, which in turn
secures Apple’s revenues from Google."

TEZIZ, TRAT1TF T D FBIZH B35 F I T Nf=£51Z, Appleld. BiZZEIZApp Store~
DF7 I EXHEERL. Apple IAPFER DAL TFHFZERS LT, App StoreZE L TR#E
FRTVET, LI=HoT. Applels., i0SIZH11E3FAT1T 77 DFIFELH B EN S FI 517
TWFET, I0S EDFTRTDISTHIZ WebKit TSI DEFFEZEFHMMTEET.
Apple [£i0S LDFTXTDI SO Y DRABGEEHITHT E_LHTE, #5REL TWebT7 1) r—
23 DEREFIFEH T EEHTEES, CHIZLY. WebT T r—23 > R4 T17F 7
=235 Z BRFE L DHFIHFIRE A, #5EEL TApple DApp Store DIRZEHVIRESAL, FI
BEFEENTEFES, 1 -

Second, and as discussed in Competition in the distribution of native apps, Apple
generates revenue through its App Store, both by charging developers for access to the
App Store and by taking a commission for payments made via Apple IAP. Apple
therefore benefits from higher usage of native apps on iOS. By requiring all browsers
on iOS to use the WebKit browser engine, Apple is able to exert control over the
maximum functionality of all browsers on iOS and, as a consequence, hold up the
development and use of web apps. This limits the competitive constraint that web
apps pose on native apps, which in turn protects and benefits Apple’s App Store
revenues.”

BoE. RETIIVDUERATY—FNA—TA DR S MB DT F oY EIOSIZHIET HEFApple
MNIOVITHIEEREITEHILLRELTVET,

They propose banning Apple from blocking third party competitors from porting their own
browsers to i0OS, complete with competing engines.
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EEDCMAIL, AppleDtF2)T4IZBET B3R/, Bttt AT EREUEZEL LT EHLDTHALIEE
AFHATLEGERITH 2N EBRELZED),

The UK CMA found Apple’s security arguments justifying its ban on competitors unconvincing
(emphasis added):

[BEETBISIYI Ui T BAppleDFHR: AppleltE/ N1 /LTI X TLATDH—R/v—
TA—ISOY IO DEREFAIL TWEEA, HZIE, BEFRATSOYFTTIZHT, Applettd
WebKit#|[RI-k i FAEBEE A~ DEBERIGEZEL . tF1T1 LDEAHSIELESNESE
FRME T BRI DH BFAHEBFEE TICHEZEL TOFE A LD DT, HAIE LLEELERT
SOYFITYIZDUNVTIE, IOSLETRETSOHVI S F55a] T BL5ApplelZERT LD Ak
FEHE T S LERDTET, CHld, Y—F/IN—T o DI SO IO EREFIET L THE
ELIBYRDIZHINT BEM (BIZIL, B GREL LN F2 ) T BEEIZENT S_L) Fifi-9C
EEZRMEIZ, IOSEDIEEEFRZFHA T BEITVIINIZKRD S ETEBRAEETT S J

"Apple’s restrictions on competing browser engines: Apple does not permit the use of
third-party browser engines within its mobile ecosystem — all browsers are required to
use its browser engine, WebKit. We have not identified compelling evidence to date
that suggests that, for dedicated browser apps, the potential impacts on competition
or consumers from Apple’s WebKit restriction are justified on security grounds. We
are therefore seeking to assess the merits of a requirement for Apple to allow
alternative browser engines on iOS, at least for dedicated browser apps. This could be
implemented by requiring Apple to permit third-party browser engines to interoperate
with its iOS operating system, subject to those browser engines meeting conditions
that would address any risks that might arise from a greater choice of browser
engines (for example, complying with appropriate quality and security standards).”

Applel£20204 (12723 1FK /L DApp Store FH#HZHURLF L /=, App StoreDEE ., XV, RE
MIBLEDAR LR FL TOEBAD, i0S App StoreDFz8 B (E80%AEHEESN TINET, BL2L5E
SEHTONTIVBRERTIE, KFLEDFBEF5~20%TT, CDF/NSU (%, ApplessiApp Storetd
ENLISL TR FEHIRLI=CET. BARDEEE D69.2%, E/NA/ILIAV—IADHIGEYBEEZE L
BBV IFITFOY—EXDIEFEBNHNEDHSN TNDLEHTHEL TS,

Apple collected $72.3 billion USD in App Store fees in 2020. While it has not published the
costs of App Store review, payment processing, refund handling etc, it has been estimated that
the iOS App Store has a nearly 80% profit margin. Industries with healthy competition feature
leading firms with profit margins between 5 and 20 percent. This imbalance strongly implies
that Apple’s removal of functional competition in the App Store and beyond have distorted the
mobile phone market for software and services for 69.2% of Japan’s consumers, and a
substantially higher fraction of mobile commerce.
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LOL. BENDHZEWeb7 T OTSOHEHNTNSREEELEE (X, App StoreTIEAK, TaL AT LA
DAYIAUTY . IOSTULMEELAZLT T OIOSTKY B<KEIMET 27 TVEEFDILT. ApplelSRER %4t
DAPPle T NARIZTYTTL—RFBE5099140LTVWVET, A—HF =7 TV E—HEIDT /N RIZH
BIBITTERRENEE DL, AppleDE SR RETILIZIEEE5 X5 EITHYET,

The most valuable part of preventing competitive Web Apps and Browsers however is not the
App Store, it is ecosystem lock-in. By having apps that only work on iOS or work better on iOS
Apple locks the customer into upgrading to another Apple device. User’s having the ability to
easily migrate to other devices along with their apps would harm Apple’s business model.

OWAIZL. ENAIIN—RILT /FR—T AT VAT LOT—rF——I%. BREBRET DT T —
LavEIJOvILY . et OT I r—ar S H—ERITRHLUTEEEI SEBMAEEHINT 5D T
T A bEA——DFERICE DV THEFIEMY—ER DY I 7ERE T H-HISHEETNETH
BHEEZTVET, OWAIK, ENAIL- IOV RTLISHEFEA—F —DERBRZRMYR T F-OICFAIRER
NI ZLOMFRE (FEEFELVHFRHEOHER) ZIRELTVET,

OWA believes that gatekeepers of mobile hardware/operating systems should compete to offer
additional services and software to customers on merit and user choice, not by blocking
applications that compete with their own or by charging consumers additional fees on
applications/services from competitors. OWA proposes a number of remedies (or desired
outcomes of remedies) that we believe are vital to restore competition and user choice to the
mobile ecosystem.

MEOICEBEA LN TN, BARLEF TR DY I 7H3FDHAD VR FEbOANTLE
5. ApplekGooglelFFNFN2 ADREE L THL—UTHROONELE=, Fat=bld. COENRDH K
DEERITLETEFELILILGINELRYER A BFCLHBEBICRKBROFEEZ LT HREDT
ERS

Only if regulatory or legislative action is taken can the bright future of software competition be
saved, not just for Japan but for the world. Apple and Google were each started in garages by
two developers, we need to ensure this dream holds true for the next generation of
entrepreneurs. Competition is the key to unlocking maximum benefit for consumers.
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3. MERBEDRE
Proposed Remedies

DTV AVTIE. ERDHL5EEEIET 5012 MERVEBEIELLICHK >TER T NEEREOMEE
REALET,

In this section we outline goals that remedies should achieve, in priority order, to restore
meaningful competition.

o B OERIFILLLIEHRIHTHY . TLTERGT X AME ERGHER O — b — 1\ —2 LD
BREEDEAZFHL DD MBLEMNIVENHDHLEEZDHLTVEY LIE=ADT YIFIZITERD
BEHNEET SBEICHLTEDISIGRRENDENEERICRRHET, 77— r—/N\—2 L5l T
(KYVEER) BEOMD LRTACREEE TEDLIEERERET DHEITOVNT, AoH DREERF
LNDDTEEVNERAFLTOET  REOEELBMIE, TRTOEREBEIZESTORMEMZEYHTI L
THAINETY,

We acknowledge that regulatory progress is often intermittent, and that legal text needs to be
written to be broad, while anticipating legal challenges and attempts to delay progress by
gatekeepers. It is our hope that by stating exactly what solutions are necessary to problems
facing competition in the software industry, it may provide some insight into how to construct
statutes and regulations so that they can avoid expensive and (more importantly) slow appeals
processes by the gatekeepers. An important aim of proposals should be to create clarity for all
parties.

BETHI TV DYINITTELIUN—RIITADTIRRIETIH IS THAIILERIRT HRETHD
EERL. RFNBB/ICHL., B AELGTIER BLUBEICESII——DEF 1T ZRET LTV
YOG EEZRDDISSEHFELFT, 1—F—LHARBORNAIRIBEEL 5T AH=ZZXLELT. TV
PRV —RBDOBFITEETAIENEETT,

We argue that by default, there should be a presumption of software and hardware access for
competing browsers and ask regulators to acknowledge the special role of browsers in
promoting competition, fair access, and user security through competition. It is important to
focus on competition between browser vendors as the mechanism that drives benefits for both
users and developers.
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RULEEMOEVLDONORLEREDENLDOET, THENADNUTEERT HEERE->TVET,
From most to least urgent, we hope that market interventions achieve:

O 1.9 —F/8—F4DT 574 (i0S)
1. Third Party Browsers (iOS)
Y—RI—TADITFIF IO UEHAIT B EIITAPPlelTER T HIEICKY  RETDHITTVHE
TSI OUIZT BApplelc LB HIEELET,
Reversing Apple’s ban on competing browsers and browser engines by requiring Apple
to allow third party browser engines.

[J 2.First Class Web App Support (iOS / Android)
2.797—AMISADWeb77)HHR—k(i0S [ Android)
FATAITTTVERCLANINTARL—TAV T O RT LITHESNT-WebT7 T,

Web Apps integrated into Operating Systems to the same level as Native Apps.

O 3.77URISIFOREMMARL (10S / Android)
3.In-App Browser Abuse Protection (iOS / Android)
TTIRIT SO I—F—DE IR TSIV EFE-MBDEHEET
Preventing In-App Browsers from hijacking a user’s choice of browser.

[ 4.955%—[Web7 ") DEZ (I0S / Android)
4. Browser/Web App Equality (i0OS / Android)
TS50 EWeb T TUD, RATATT T T—bF—\—DITZ0H  FFARL—TA2 T RT
LY—EREFMELANILDN—RILT [ VI DL TICTIEATELELIITT B,
Ensuring Browsers and Web Apps are capable by having the same level of access to
hardware/software as Native Apps, the gatekeeper’s browser or operating system
services.

[J 5.Web77")®AppStoretR—k(i0S / Android / Windows)
5. App Store Support for Web Apps (iOS / Android / Windows)
BEDT/NAREEATHILEL(DFEY, MackELT) . K7 TV ARTITWeb7 T E R BITEET
DH%EE,
The ability to submit Web Apps to each of the app stores easily without having to
purchase a specific device (i.e. without a Mac).

[J 6.Safaria7#g:(i0S)
6. Safari Core Functionality (iOS)
Apple (FS5AR)F—bF—/8—ELT) AiSafarilDWeb7 T (a7 /B ARHREFIREEL T, =(
TAITTT)ERBTEDLIICLET,
Ensure that Apple (as a primary gatekeeper) provides core/basic functionality for Web
Apps within Safari to enable them to compete against Native Apps.

[J 7.No Chrome Preferencing (Android)
7. Chromef{&5t7%:L (Android)
GoogleNS/ Y AENLTChrome SR YIZBEELZRBTELENKIIZTS
Ensure that Google can not unfairly provide any preference to Chrome via licensing
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agreements or app/operating system functionality.

O 8. 9749 ArOBREDEHR (TXT)
8. Website Transparency Obligations (All)
BEDTT0HEYR—FL TGN, FEBDOT VT EFERATEHLIITRTIHEEIC. WebH A+
NA1—H—(CBRAZ AT ILENH DI LETHRELET .
Ensure Websites have to publish reasons to users for either not supporting a particular
browser or if prompting them to use another browser.

Page 15 of 74



ENAIILNIALRT LOHEFHE-T 50 EWeb7 1) (HDMCADGE)
Competition Assessment of the Mobile Ecosystem - Browsers & Web Apps (Response to HDMC)

Version / /3\—23> 11
3.1. B3
Rationale

311 H—F/IN\—F DT ZoH (i0S)
Third Party Browsers (iOS)

BRETHIV—F I —TADTFVY IO UEHAITHELIITApplelTERTHILET. BETHIFIVHFETS
VYIRS BT VT IVDEILERRT D EE AT CREGHEERRREL T IV T4 —L(
Web) o7 v ILDEICEFENT-ELDHFEBERDI-ODHETT . Reversing Apple’s ban on
competing browsers and browser engines by requiring Apple to allow competitive third party
browser engines is key to unlocking competition with Apple’s walled garden from an open, safe,
and interoperable platform (the Web).

IRHL:
Rationale:

IOSIZH—R/IN—T1 DT Z I H 7L
The lack of third party browsers on iOS:

o MBDNITIHITIRETHENSApple~DFRETE HERMYKRETET,
Removes competitive pressure on Apple to invest in their own browser.

o App StoreMUNIEZIRET B1-5HIZ. ApplelZWebaEDHR—rERELLZLKSIZIEL
F9,
Incentivises Apple to not implement support for web functionalities, in order to
protect App Store revenue.

o FAREBDO=—XIHELIZY., SafariDEEEIEC/N\THENILERRLIZVT H1o 1>
T17EHYFEL A,
Provides no incentive to respond to developer needs or ensure that Safari is
reliable/not buggy.

e AppleDGooglettFEDINBELRELFET M. DT VTN OZDRFBLENET,
Protects Apple’s Google Search revenue but deprives other browsers of that
revenue.

o Web7FUMIOSTEITAIREIZEDDEHEET
Prevents Web Apps from being viable on iOS

e Android&iOSOM A DM THEERMREL T I Vb T4 —LELTWebZHIBRLET
Removes the Web as an Interoperable Platform between both Android and iOS
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COEUNFHERTIE. ROIIIHEYET,
Ending this ban will:

o HEEERIEWeb 7 TV ZEIER T HIEREEZARICLET,
Enable the ability to create functional Web Apps.

o ETHRRDENANTIVr—arDR%. BfA. BLTRFOIRNEHEIFEL, 1/X—23
VEREL. IR —DEEETIFET,
Reduce mobile application development, distribution and maintenance cost for
business, fostering innovation and lowering prices for end users.

o HMEERMAEGEWeb7 T DRAFKERML. BNAINARL—TA4UT O RTLEOYIVE
AEBSICL FILWARL—TAU T VAT LOEBRERELES,
Encourage the development of interoperable Web Apps, easing the switch
between mobile operating systems, and fostering the emergence of new ones.

o REEFMTENLRELZTY, ESEEFSEDIU LU TATERYREET, Protect
the future against anti-competitive behaviour and remove incentives to stall
progress.

IMPORTANT:

FLWTSURIH—LTISOYERESE DI LXK, EDTSVHFRUA—IZE->THERTERD
MBIEETYT, EETREABYRRICEIESE 51612, Google. Microsoft, MozillaiE DT
FOYRUF—(E RHND B BN EDLIGER—IZFEHICL., BRELGLDOEERTHILETHHE
WSBRREG S T HILVENTIAB KU Z Dt DENS 5EZ 2R ENHYET . Appleh’ThomlF
HEI1ZRET HEADEFF, Appleld. BEEHZDTFIHFAUAE— (=LA IL Apple NEREREL T
WA TSV IDEREFSTLNANUSY —) I\ AIRELRY RS TRIT LI IV &R T 51
DITHBEIEIT R TDURAT LEEICT VR TESLIICTIRENHYFET, ThIZIE, Appleht T
JERERBLTOEWRETSAR—MIAPIND T IEANEENTLIREAHYE T, Apple
(X, ENGEGETHOIT IV —EhE T HLEHASINTIILBYER A,

Making a browser work on a new platform is a complicated and expensive task for any
browser vendor. To ensure competition is restored as quickly as possible, browser
vendors such as Google, Microsoft and Mozilla need to be given the clear signals by
the NTIA and other bodies that a goal of regulation is explicitly to enable such “ports”
and to create a clear expectation of Apple to facilitate these ports. Apple must allow
responsible browser vendors (For example those that have the “browser” entitlement
that Apple provides today) to access all system features necessary to bring the best
and most complete browsers that they can. This must include access to currently
private APIs that Apple does not provide access to. Apple must not be allowed to
obstruct other browser vendors with any onerous requirements.

Page 17 of 74



ENAIILNIALRT LOHEFHE-T 50 EWeb7 1) (HDMCADGE)
Competition Assessment of the Mobile Ecosystem - Browsers & Web Apps (Response to HDMC)
Version [ /13—23> 1.1

Appleld. thDRFHEBNIZRIEL TV TSA T U REELE 5-OICRERK G X1 T/ DERE
LEL =, RAEIDEROBEAGERINBROLZENERICK > THIBESNGENESIZ, Avt—DU 5|12
(FEFBZUSDENHYET , EREEF. 12— —Z2RETH-OOREWLEELFX ) TR —
ERBFNDOHIIICEITEINT) ICERBZEADZLEHYFE LA EFa) TR —IE, 21—
TAI)TAEEX LI TADNTUREEDREDNHYET , Chld, BITT—bF—/\—ORFEELYD
A—H—DELERBETIDENHYET,

Apple has given nonsensical security arguments to delay compliance in response to
other regulatory bodies. Care in messaging should be taken to ensure the plain
meaning of regulatory intent is not subverted by unfounded claims. No responsible
party will object to any reasonable security policies (backed by convincing evidence) to
protect users. Security policies need to balance utility and security, and this should
always prioritise the users interest over the Gatekeeper or Developers.

FTRTCOARL—TAVT VAT LRUE—(&, AppleZ ELTT0HITEF ) T4ICBTHEED
—WERELTVWET . —F—Z2RETIDET—,F—/N—DOHE—DOEETIILENIEITTFET
BIENEETY BOGEX 1T EREFRAO X TAF—LER OB EMITELANILD
DATLTRRERETHLEE. A—F—DREEZ N DHREMITICEETEELEEERLET
MNOHEBEONBICERITRIDBENZHYET . Chodimatttid, SREHDHHHICE
fIbehtz. FENTEHEI L BEBEMNTIIEWDEX ) TA4/T54/1N\—)L—)LZIBSFTEFE
ED

All operating system vendors delegate some of the responsibility regarding security to
browsers, including Apple. It is important to note that it is not the gatekeepers sole
responsibility to protect users. There will be many instances where providing low level
system access to competitors with strong security track records and dedicated security
teams is massively in the consumers interest, even though this means delegating
protecting the user to these competitors. These competitors can abide by reasonable,
narrow-scope, non self-preferencial security/privacy rules backed back by compelling
evidence.

31.2. 77—AKMISZADWeb7 71)H7R—k (i0S / Android)
First Class Web App Support (iOS / Android)

F—hF— =T TVANT 0TIV TA—LEDEETEEIHRFLEAHTICE., —F - TS50 HF—TH
ANMITIRRLIZEEI, AT 2T TV —THREREIC T V2R T 85 5 A AT TIER+2 T,
BHDENAIWARL—TAVT VAT LIET T, WebH A +&27T1) (Bl&Web7 1/ PWA) ELTIAU R
F—IL1T 2= D AN LEHR—LLTLVET, To create credible competition with gatekeeper
app stores and platforms, it isn’t enough that competing browsers be given the ability to
access increased capabilities when users visit sites in a browser. All modern mobile operating
systems also support mechanisms for “installing” web sites as apps (a.k.a. Web Apps / PWASs).
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I0SHELUVANAroidDFT RTDIT SV H—IZE COVZRADT TV r—2a aER B LU EET HHEEZ
BT ERBYET T  ARL—T AV T VR T LERZICHESNTWAELSIZRZ . 5—hF—/—N
FlIHBLVREBRTIRATAIT7IIr—2a 2B AL T (. A —F—DREEHIIETEDLSICT IHEN
HYFET . AndroidTIE, CHIEH—RN—T1 DT HICWebAPKIL T T #RI T HILEERLE
T, Appleld. COA—RT—REHR—ITB=OITFRETHIT SV HICHLOAPIZRET I2LENH D15
BHHYFET, T, §BSafariz ML T OREEFIRET 21O DApple DREPAN=XLIZTI+ERT S
DLENHYET,

All browsers on iOS and Android must be granted the ability to create and manage this class of
applications. They must also appear fully integrated with the operating system, and provide the
user control over their operation without preference to gatekeeper controlled and taxed Native
Applications. On Android this would mean providing WebAPK minting to third party browsers.
Apple may need to provide new APIs for competing browsers to support this use-case, or
access to Apple’s internal mechanisms for delivering this functionality through Safari today.

RHL:
Rationale:

Android B &IOSDT7—ARIZRADWeb 7 T [ERD L5I1ZHYET,
First Class Web Apps on Android and iOS will:

o RATATTTIVHWebT7 T LY A AN LGBBEEERZ(THEIITLET, Ensure
that Native Apps do not receive any artificial preferential treatment over Web
Apps.

o A—Y—MWRATAITT7TIVEFHIHTEDERLAET. WebT7 T DT V2 REFA] GEXI.
Bluetooth’a &) ZHilfHlg A EE 1 —H —ITIRBLET
Provide users a method of controlling the permissions (i.e. notifications,
bluetooth, etc.) of Web Apps in the same manner they control Native Apps.

o FTARTDTNARETHEZERAFET, BRI TH—TUAWebI AV RT LAY, FHENII
DRATLTOHERET DB DT TV I+ —LERETEDLIILET,
Ensure that the web ecosystem that is interoperable between all devices and
free and open can compete with proprietary platforms that only work for
specific ecosystems.

o BER—RORBFERERMTIILICEY. REGIVOARTIVRNIA—LTT)DORAFKIX
b KIEICHIRLEYS
Substantially decrease costs of developing safe, cross-platform apps by
providing a standards-based alternative.

o RATATIAVRTLICENENTT, FARECIRBINDBEEICRE--HEFIREL.
BEROBENBRERSLET . L. HELNF A THIGSICHEENIYEZ DL
N TEHEBETETOINBFREIREI UL TERSINET,
Place pressure on native ecosystems to bring fees in line with value provided to
developers, reducing deadweight economic losses. This is accomplished by
providing a credible alternative that developers can switch to if the fees are
unreasonable.

o MEORFEEMNVIT LTI 7T IZBETELLIILET, WebT7TVERATATTTY
ZR R TSRV T, SEFMNHIEL. &ZBEITWeb7 TUAEUGHKEBRTHDHELD
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AppleDEENEIZHYET,

Enable companies and developers to build “apps” on the web. To the extent that
Web and Native Apps are indistinguishable, it will increase competition and
finally make true Apple’s claim that Web Apps are suitable substitutes.

31.3. 77UVRTSOHYOARIEMEARLL (iI0S / Android)
In-App Browser Abuse Protection (i0OS / Android)

TA)E, A—F—DIT SV DRBIREFBLIEP, H—R /=T DY A bADI—HF—DWebT 57
TEER B FEHET LA TELNLIICTIRENHYET, TV FELTHRELILV 7T
(. BARBICT SO ELTERE T ARENHYET , A —F—IERLI-TFVHE BE. EF1 T3
TE . BEUZ DIRERMEE (T T/ —E5R 1L T DILREAELRLE) (T, ERMEERZTHELWebar 7Y
(F7—RARNN—TADR—=TPEEEROERAADTRTOT T TEESNIBLENHYET . ChiE. 4
RU—TAVT VAT LIZE>TEFISNDBENHYET,

Apps should not be able to undermine a user’s choice of browser or otherwise intercept,
monitor or control a user's web browsing to third-party sites. Apps that wish to act as a
browser should explicitly compete as browsers. A user’s choice of browser along with
preferences, security settings and their extensions (for example privacy enhancing extensions)
needs to be respected by every app that loads non-collaborating web content (e.g., excluding
first-party pages and ads). This should be enforced by the operating system.

BRATETANME 22— =BT TIVRADI 952 TTHEE DM ITHILENHYET,
The test to apply should be “what should happen when a user taps a link inside an app?”

ARHL:
Rationale:

o TISOYLLTHEET BT T MD IS I LRI FE T BLICTELET. TZ50H
DHFEZHRELFET
Improves browser competition by ensuring that apps that act as browsers
explicitly compete with other browsers.

o Web7FUMENTY, HRZLTTIRNIT Z7HF—RDLA U Ab—)LENTYLELESIC
L%9, Ensures that Web Apps can not be broken, or prevented from being
installed from within a custom In-App Browser.

o IA—H—MFER(LIzA>THF)NEEINDLSICLET,
Ensures that a user’s choice (and thus competition) is respected.

o I1—H—MFRE. tXaT(4HKE. HEREENEESN, 7TIH1—F—DTFIH+5
TavPEEZLLEVWELIITTSHIET, —F—DTFAN\—FRLSEFET,
Improves user privacy by ensuring their preferences, security settings and
extensions are respected and by not letting apps intercept user browser traffic.
e Prevents poorly implemented In-App Browsers from breaking Web App
functionality and Web App Installation.

CNITDWNTIE, R L /ALDRE 7T IRNT Z9H -2—F—DTF4/30— 5% FEIRD
BRI THLGRBAShTLET,
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This is covered in detail in our regulatory submission “/In-App Browsers - Subverting
User Privacy, Competition and Choice”.

ARU—TAV GV AT LD, TZOHICEALTE T TN L——D:EREEF T HLEERT D
CEERAET AOIZ, R LDENENTEILENHYET,

Regulatory pressure needs to be applied to ensure that operating systems require that
apps respect user choice when it comes to browsers.

WIFNDDTTINT T =L THRET A LUT TV —DREER =T ENTENIE, TFVH—D
BEFELAEGDONET,

Browser competition will be significantly harmed if ANY app can take on the role of a
browser without having to compete as a browser.
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31.4. TS /Web7 7 D EE 4
Browser/Web App Equality

TS9P EZDWebT7TIIE TF—bF—/R—BEDT T, TZ0H . SRTLHIRET HHEE. KUY —
F—IN—DFFAVRNTENLTERAEINDT T EREOREEL IR T 21012, + R LA RL—T12 Y
DRATLT O EREBEELET,

Browsers and their Web Apps need sufficient operating system access to provide equivalent
functionality to gatekeeper’s own apps, browsers, system provided functions, and apps
distributed via the gatekeeper’s online stores.

7—bF—/3—I&. NFC. Bluetooth, USB. L J7 /L, HID, I:EEET. it Y — BetoU—  BREL
Y — KoY — N—FIITREIY B — BEURATAIT 7T — 3 TERTIRELZT DM
DY —EETC/N—FITTAPINDIINT I 2RET 0 —IRETIVRELHYFET,

Gatekeepers should provide browsers with full access to hardware APIs, including NFC,
Bluetooth, USB, serial, HID, accelerometers, proximity sensors, elevation sensors, temperature
sensors, light sensors, hardware buttons, location sensors, and other sensors available to
Native Applications.

COMEFRDBHIE. FHDT S0P - oDHEEICEL TREL TS, TIAHITIHMEETELLME
Nzt XaUTAETIIZKY, VIR T EIIN—R Iz 7EN LTI SO —F = [EIWeb 7 TUHNETTE
BIEITHTHANEBRGHIRERYRZETT , LIz 2T AT+ AR ETRID ISV HIcO—
FENDBE. ARL—TA4U T VR TLDFHIRIETRIZEYETS,

The aim of this remedy is to remove any artificial restrictions on what browsers or Web Apps
can do either via software or hardware, owing to the superior untrusted-by-default security
model that modern browsers enforce regarding these capabilities. Operating systems
restrictions are therefore redundant when content is loaded in a sufficiently secure, modern
browser.

EUDTOZIILHIHEIZE. CORICEALTEKENVEENEFENTOFET GRFAIEH A MBELIZLD),
The EU’s Digital Markets Act contains interesting language in this regard (emphasis added):

Page 22 of 74



ENAIILNIALRT LOHEFHE-T 50 EWeb7 1) (HDMCADGE)
Competition Assessment of the Mobile Ecosystem - Browsers & Web Apps (Response to HDMC)
Version [ /13—23> 1.1

L. ZEDREID, ABY—EION—FOLFDTOANSE =5, 75— F—/\—HEZ DT
HIET=IE X BB G Y —ERON—R DL T DIEHIZH N TRIFATFEF /= (HEHT BDERICANL—
TAVTORT L N—FILTEIE Y TR I T FHGEIZ, EICRHD FTF OIS EEL17Ek
SERTRAIN TS GS, RETONAZ—DA/N—23208, TURA—F—DEREFELE
REZEIZLEBHELNFEFC A LA DT, F—F—\—IE, BB DHTHI ZEF P —EX B LU
N—F DT 7 DEEIZE N TR FRIREE - IFEBSN BRI — DA NL—T 12 TR T A N—FDT
FEEILV IO THEEEDENGHAERE, HLUHEERIEEEHEL=T O EHEE TR
H S BIDBERSINBNETH S, CDLIGTIOCRIE, F—rF—/N— 1l I SHEELHEERH
TEOHEELZ R R AR S B/=8IC, A7 TZIR Tt —LY—ERELLIC, F-IFTEFDY
R—FEL TIERHEIN BEIEY —ERICEIES SV TR DT T 7T r—a U IZERERRIZERIN 5B,
COEBZEDEMIL, BHETBE=EFL, F'—rF—/\—BEDY—EXXIE/N—F 77 ERFIZZ)
B, FRENDBEEIZIHT A F—TT—IRIFEUUD V) 21—232FBL THEER TS
LEAREICT BCLTH S, 1

“If dual roles are used in a manner that prevents alternative service and hardware
providers from having access under equal conditions to the same operating system,
hardware or software features that are available or used by the gatekeeper in the
provision of its own complementary or supporting services or hardware, this could
significantly undermine innovation by such alternative providers, as well as choice for
end users. The gatekeepers should, therefore, be required to ensure, free of charge,
effective interoperability with, and access for the purposes of interoperability to, the
same operating system, hardware or software features that are available or used in the
provision of its own complementary and supporting services and hardware. Such
access can equally be required by software applications related to the relevant services
provided together with or in support of the core platform service in order to effectively
develop and provide functionalities interoperable with those provided by gatekeepers.
The aim of the obligations is to allow competing third parties to interconnect through
interfaces or similar solutions to the respective features as effectively as the
gatekeeper’s own services or hardware.”

EUFS4%)L 1A ZE (2022458 11H)-46 X—2
Draft EU Digital Markets Act (11 May 2022) - Page 46

BRIZEWNTH, TT0HFEWeb 7 TUERIREICT 51012, RO X EZEHIL T HLEIRET D, TV
HIETRTOTIEREELICFERALGLANELNERT AN, F—bF—/— YT 7 ON—RO 7 HE
BEICT 2H o SMEEDEITEHFRAISNSIENEETT  FhfzBIE. SNAIOSEDTARTODYZROTAY
FLIZHLTHTIEFLIIEZRELTLSDITTESHYFE A,

We recommend that Japan adopt similar language in legislation to enable browsers and Web
Apps. While browsers may not use all access immediately, it is important that they be allowed
to perform any function that gatekeeper software or hardware enables. We are not suggesting
this be true for every class of program on iOS; just browsers, and only browsers with a strong
security track record.
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TRARTEEIELS EENEZELDIE. N—F o7V IR0z 7IZTRAR g I THY NS, F—hF——
DR ALGNEELGHEENTEE T DAREELH LD TT , TSI HOWeb 7T r— a3 M DEEEICT
DERTEDLIICTHIENEET. £3THETA/RN—2aVv M B ESNLSNDHTT,

The word available is important as there may be important functionality that is “available”
either in the hardware or in the software that is not used by the gatekeeper but which they still
prevent access to. It's important to open the door for Browsers and Web Apps to access this
functionality as this will spur innovation.
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3.1.5. Web7 7)) D AppStore7k— (i0S / Android)
App Store Support for Web Apps (i0OS / Android)

HARBELDEFEDT/NAR(DFEY, Xcodeh 1V Ah—/LEN T AMac) #BEAFITMMBEL TLVECTE.
Web7 T &7 TYRNTITEETESIET T CNEERRT BHICIE. Web7 TV EEIET BT DWebR—
ADTAtRE H—hF—/S—DRYS—IZEHL TULVDEWeb 7 T S AppStorel TEESNELKSIZT S
IV—IVERIBRT DENHYFET

It should be possible to submit Web Apps to app stores without the developer being required to
purchase or own a specific device (i.e. a Mac with Xcode installed). To accomplish this, both a
web-based process to submit the Web App is needed, along with removal of rules preventing
Web Apps which otherwise conform to Gatekeeper policies from being submitted to the App
Store.

T—bFx—"—&. 7TVEREETEHTOLADOBRE IR ELGFIBOCEGZHIBRT DLENHYET .
Gatekeeper’s should remove strictly unnecessary steps or requirements from the process of
submitting an app.

FRHL:

Rationale:

o JY—RBRENTIVBIERED, IEETDREDI=DIZHRAT+TTITVEEEST 5. 77— Web
TRETE/=0DWebH 1 18T S ZEIRT BUEHLLIIZLET
Ensures that firms with limited resources do not have to choose between building
Native Apps for discovery in stores vs. a website for discovery on the open web.

o FEREBEBNEHOIOLRATLATHEET 24—T70/00—%4RIRTIAEeMESH .. AR NEHIE
L.BEzHRELET.
Increases the likelihood that developers will choose open technologies that will work
across multiple ecosystems, lowering costs and improving competition.

o HAOESINIRATAT IV AT LTIEEL EHTH—T U THEERATREAEWebI IV AT L
~DEFEELEMMBERELE T, CNITEY DXL —DOIRMEZAEIFEINET,
Fosters investment and expertise into the free, open, and interoperable web ecosystem
instead of siloed native ecosystems. This directly lowers costs to businesses and users.

o FREBMNBMUEN—FIITEBALRY . 4TI EOEMGET T ) r—ar v —E#RFL
=Y 2ELGEN =, TTVANT DRAFEIXMYEIFEESNET . Reduces the cost of
developing for the app stores by not requiring the developer to purchase expensive
hardware or maintain expensive, per-target-OS application wrappers.
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3.1.6. Safaria 7 #8E (i0S)
Safari Core Functionality (iOS)

FTIAINTSHHEIIO—)LTB0SHY —hF—/S—EL T, AppleldWeb AppsDERIZEESZEL S5
ADEENZEF>TLVET, IOSDApp StoreZfTAL. ZIHhOHEEHMILTLSIzH. TYTILICIE. REF
MUY BApp Store N TULMNFER TEEWNNOSHRATAIT 7TV r—2avIchhb . HEERAARETIRE T
EDWeb AppsDralEMZHIFR T &L BN HYET

As an operating system gatekeeper with control over the default browser, Apple has the ability
to directly influence the uptake of Web Apps. Due to their ownership and collection of fees
from iOS's App Store, Apple has strong incentives to limit the viability of Web Apps as an
interoperable and rent-free replacement for native iOS applications which can only be
discovered within its rent-extracting App Store.

T YRDGRESEEDRLEETIEGHENTT N Web7 T ICHELGERKEEEREL THEN
ERERTBICIE. TIAIEDT S0 HELTSafariBibETY . ChoDHEEIS. iOSSafariz AL TWeb7
T EEITAREICT H1=HIZSafaridiBMT 2L BEDHLHIRIEBRDEDELTEEISERSATOET,
Although competition between browsers is the most important and primary driver of
functionality, it's essential that Safari, as the default browser, should be required to implement
basic functionality needed for Web Apps to ensure they are competitive. These features have
been carefully chosen as the bare minimum that Safari would need to add for Web Apps to be
viable using iOS Safari.

o ALRM—ILTAVTNAURA—)LATREM
Install Prompts/Installability

Web7 (&, RIER, RATAT7T)ERRRICRRENBE S T, AV A—IUIZRH B FIEA D7KT
FOBENHYET, NICIE. NF—FFKTRL, Safaridbs 7T VEA VA= B &5 1—H—
IZIR T HEREM S ENFE T, 5.4.5 LU 5.4.31 OIBRERICHRFEZL-5T ITHRALIZKSIC,
Web 77 DAV A= ILFIEMNFEEINTOET ., ChIEMDARL—T12T S RTLTIES
TIIFFEYFEEA,

At a minimum, Web Apps should be as easy to discover and require as few steps to
install as Native Apps. This includes the ability to display a banner and prompt the user
to install an app from Safari. As described in “Bringing Competition to Walled Gardens’
sections 5.4.5 and 5.4.3.1 the Web App install procedure is deeply obscured, whereas
this is not the case on any other operating system.
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B0
Notifications

T a@BHIE. SESELT TV —2aVITRARTY
Push Notifications are essential for a wide range of applications

F: Ty aBHMITONTIIWeb L TELRATED LTS EAppleMbFEREINFELIA, R
TIKEEFATEFEE A 2023F(2))—RENEHEFEEINTVET A, ApplelFZENLLEDEK
B ERBAIXIEZ TUOVET . Apple MR EE 3 2B A DEEAS, Native Apps THIHTTRELE D EFRE
BWKIITTHIENEETT,

Note: This has been announced by Apple but is not currently available. It is expected
to be released in 2023, although Apple has declined to be more specific than that. It is
important to ensure that the implementation of notifications that Apple delivers is
competitive with what is available in Native Apps.

TIVRD) =2 N\ T  T4—T)0)  BEOEEDOYY
FullScreen, Badging, Deep Links, Screen Orientation Lock

FHEDEBEDELHENIFRETHILENHY . MEEDFHRIIEEICER THAHD. TI0HFRE—
[F—HZIC. WebDE D3 a2 EIRT 50D BEUEF-LBTNIEELLENIEITERETAIIENEETT,

It is important to note that the key driver of future functionality should be competition and that
due to the highly complicated nature of developing functionality that browser vendors should in
general have autonomy into delivering their vision of the web.
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3.1.7. ChromefZ5t7:L (Android)
No Chrome Preferencing (Android)

Googleld. ARL—T AT O RT LFEIFIS—bF—(TNAZRA—H—73E) EDZHEBL T ARL—T41
VU ORTLICH T BHEHEERALT BMBDT T 0Y THASChromelS R BB EIELT SR HRETIEHY
FE A,

Google should not use their control over the operating system to provide unfair preference to
their own browser, Chrome, either through the operating system or agreements with partners
(i.e. device manufacturers).

hIZFRDEDONEENTT,
This should include:

e “Google Search App” (a.k.a. “AGA"/"AGSA") Must Respect Default Browser Choice

Googleld. [EEAEDANroidifi R DTN (EER) h—LRY—2IZGooglelRET T EEE
FTEHLEA—N—ITRELTVET, CORRRVIRIE. BARBED VTINS5 T1v0%5IERIL.
A—HF—DTIAINITZVFDRREEEL T 1—F—DBRRIVEIVTTEE TIHILNT
SOOI THRHYIZChromeHSEBEIZINDLSITH->TVVET,

Google forces manufacturers to place the Google Search App on the first (primary)
homescreen of most Android devices. This search box drives an enormous amount of
web traffic and fails to respect user’s choice in default browsers, instead causing
Chrome to be invoked whenever users tap on search links that would otherwise take
users to their default browser.

CHNIZANroid TOITZH Y DFFEEHBRLIE ., BIFTMICFRLTY, Googleld, 1 —H—DT
THILND TS F HChrome TV EIMEMBENTEE T, $FIC. TATSLPARL—T+1
VUV RTLATRUMEEDHIE—DT 0 FRETHIGEE. COBREZEETILENHYE
¥ CNIE AndroidIZHEIFTHT SV DFHREEBHHIELEDTHY  BMMICIESIETHILIETEE
A, Googleld, A—H—DT I+ TSI HAChrome THELMNESHEMBIEMNTE, TN
REEESEDILENHYFET .

This undermines browser competition on Android and is technically unjustifiable.
Google can know if the user’s default browser is not Chrome and must be made to
respect this choice especially with what is arguably the single most valuable browser
integration in any program or operating system.

o ENANTIT)r—1avEHAEK(MADA) &, HBF T TR E#E (OEM) A’ChromeZx LT 5T
EEERTHRETIEHYEF A 1=EXE, ChromeZ L R T LD T IAILREL . D FA—LEE
[CRTTDBENHYET,

Mobile Application Distribution Agreement (MADA) should not require Original
Equipment Manufacturers (OEMs) to prefer Chrome, as for example requiring Chrome to
be the system default and on the first homescreen.

o A—H—RBFIRTLEKRTI7ITIRNITSVHFI1ZENTEHEEROTVIRELHY, 7—hF—
N=L—=)LIEEDR)—EERATILELHYFET .
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Users must have a way to disable “In-App Browsers” system-wide and gatekeeper rules
should enforce this policy.

RHL:
Rationale:

BELGTFIIHHEDT-HIZ, Chromeld, ARL—TAV TR T LOFIE, F—9138—>2  Fi=
(ETNARIN—bF =DM TIEAGEL 2—F—DFIREA) VM BLTHIB 2 72 EBTILE
AHYFET

For healthy browser competition Chrome should win market share through user choice
and merit, not control of the operating system, dark patterns or via contracts with
device partners.
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31.8. VT YA FDFEBRMEDEF (TT)
Website Transparency Obligations (All)

Apple. Google. Microsoft’a& M4 —kF—/\—hF L LEWeb YA FEFEBLTLVET , ChiodOWeb 771
T—=avO—BNREDIT TV —THREELAWMES . A—F—D B0 TF 0 —ZRIRT HAIREMEAHY
F79, Inid, Operat®MozillaZ ELEBD T F VPR F —CL->THIBELL TRIELRESN TLET,
Gatekeepers such as Apple, Google and Microsoft control high profile websites. If some of
these Web Applications do not work in a specific browser, that can cause users to choose
another browser. This has been reported many times as an issue by multiple browser vendors,
including Opera and Mozilla.

Googleh’Chrome for Youtube SN DT Z 0 HEHR—bLIENIEERELIZRED S FIAERELTH
TIZEW, ThiE, T50 Y DR (CRIMGEEZEEZRIZILET , FFZL. iFRG/ T OREED R INGE . —
BOIS0FT—HOTIT)r—2ar HEELEWNESLERAHYET,

Imagine the fictional scenario where Google decided not to support any browser other than
Chrome for Youtube. This would have a dramatic negative effect on browser competition.
There are, however, legitimate reasons why some applications can’t work in some browsers
including serious bugs and missing features.

OWAI[E., 7—rF—/\—DWebH A bh2% % BZATIHL 7 EH DT TV HEFR—ILTLVENE S 1
EDIOUDYR—IEihFAFMGERZEORF1 AV AT HILERBECINDIIEFRELT
WET, NN IT7MILDREERET 512012, ChHDIT7AIILDIRBEREILTEET, WebH (D
JL—b (Ff=zlE. /well-known /T4 LI KR)) THRALSN TLVDcompat.txtZ7 ()L, =1L, LT IZEE9 554
ZEDDVENHYET,

OWA suggests that where a Gatekeeper's website does not support a browser which has above
a 2% market share, they be compelled to publish a document containing detailed reasoning
that prevents support of certain engines. A convention could be established for these files to
improve their discovery, e.g. a compat.txt file hosted on the website root (or in the
./well-known/ directory). However provided, they should include details regarding:
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o N\Y
Bugs

Io0HICA——ICHBEERHRE., N\ FEREEOBENEENTLDIGE ., FFaAY
MIlE. T2 TAaS IR L TREINIZNT FrybaD oo L LB, TNED /T DEEHE
HERANESENTOILENHYET,

If the browser contains speed, bugs or stability issues that affect a user then the
document must contain a detailed description of these bugs with links to bug tickets
filed against engine projects.

o HEEENE
Functionality

TIVr—2av N IS0 NP R— N CWVELVREDHREE R ELT HI5E. 7TV r—av/ox
THAMZDMEEZ L ELET HEALELIC, FELTVEEANDY U IZRBTILENHYE
T, zEZIE BED/N—Ta>Dphotoshopld. Chrome A DTS HEFLEHR—LLTLVEE
ADS, EHBGERAAHYET,

If the application requires specific functionality that the browser does not support it
must provide links to the missing functionality with a rationale why the
application/website requires that feature. For example the current version of photoshop
does not yet support browsers other than Chrome, but for legitimate reasons.

T—bF—1—DOWebH A, TIKYBWISOHFITUIVEZ S 174 7RI ERRLIZWVES L. EETHLI
ENHILRELTVDT IV T HEZNNEBNRTOIDON DOV TOFELEHIBLENHYFET /N
F—TIE. =, ==L DEBEHDI—F—HEROLHEAND) U IER BT IHELHYET

If a gatekeeper’s website wishes to display a “switch to a better browser” dialog then this must
also include specifics as to why it is better in the browser they are suggesting which needs to
be accurate. In the banner the gatekeeper should provide a link to a user readable description
of these reasons.

T—bF——(E. SNEDQUIZTEITAKE T I VFRELT. EREOHHMD T —D 11— —
D HOTNIBATVBLSICRATEH, 7TV —2av [CHEE TENTESLIITTIRELNHYFET
Gatekeepers must also provide “try anyway” links in these Uls to ensure that users of other
browsers that may be compatible are able to proceed to their applications, even if they appear
slightly broken.

Flz. b — = TEL TR TOREEICINLD I —IVEERT S5 EERETT HMENHYE
ED

It would also be worth considering applying these rules to all of the largest companies rather
than just gatekeepers.

INLDEEIE, TSV OR T —[FARKBEI R A—Y—ITBERAREZIRETHILICKY . REERETD
DIFIBFET,

These obligations will help to protect competition, by providing transparency to browser
vendors/developers and end users.
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4. 40
Detailed Breakdown

DI AVIE ERESRLENEINEHIT A-DITERATEIRFEDRAU I EELIZ, ThTh
DEFLLRICET 2FMZ ST LOITHRETSh TLET,

This section is designed to contain the granular detail about each desired effect with specific
points that can be used to determine if the remedy is successful.

O 1.9 —R/8—F4—T594(i0S)
Third Party Browsers (iOS)

O 1M BBEOLUA) T IO % EE
With own Rendering Engine
IS0V LTI TIO O DEEPIRS BV ERIRSN A LA MBOLUF) Y
TIVDUEBRL, A—YHFIARTEEICG A LE RSN T NITRYER A L)Y
TIDDUE WebDIREERTESE B-ODICFAIRGELDTY
Browser’s must be allowed to choose and ship their own rendering engines
without restriction to how the rendering engine should work or behave. The
rendering engine is critical for pushing web capabilities forward.

(J 1.2. B ®DJavascriptT oo T
With own Javascript Engine
T5oHIE, MBEDJavaScriptTo PR ZDMOTOT SV EEBOIUOUEFIRT
BIENTE . IVOVDNTH—IVREREWEZBOD-DITLERHLPEH/N—FITT
HWREANDT VAN RETHAIBELHYFT
Browser’'s must be allowed to ship their own javascript engine or for any other
programming language and have access to any hardware functionality required
to make the engine performant and secure.

(J 1.21. JT%&L
Including JIT
JIT (Just in Time Compilation)ZfEH 9 dJavascriptTo oo, /1374 —7>
AEEMEDEANSHFAITIBLENHYET,
Javascript Engines with JIT (Just in Time Compilation) must be allowed
for performance and compatibility reasons.
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[(J 1.3. App Store D FlIfR%E = 1+750L)
No App Store Restrictions
App StoreDHFIRIFHR/NRTHHIRETT , ED=HITIF, TUFI—F—DFIFEITLD
BOEFACELCER SN -EF ) TABEZROT. TV ARL—TAU TV RT
LOFBEZITTICoITOTT)DEDIVE R TELIENFARTY , TTVRNTD
=ILlE, A= —AU8—Tx—X  HREME . BTICRELI-HIRERIGVIENEET
ED
App Store restrictions must be minimal. For competition it's essential that
browsers should be able to bring their vision of the web and apps without
interference from the operating system except on narrow scope and heavily
justified security issues which are in the end users interest. It is important that
app stores' rules impose no restrictions related to the user Interface,
functionality or technology.

[J 1.3.1. App Storem oA Ah—)LATEETH H &
Must be installable from the App Store
Applel&. App StorehsSafarilA DT 0 HFEHEBRT 5T EMNTEALY,
Apple must not be allowed to block browsers from being in the AppStore

[ 1.3.245—9/88—750
1.3.2 No Dark Patterns
Appleld, BEAyE—UORIBOTAVTMEE  A—F—HRIDT SO HELY
Ab—=ILFBHIEERNELEFLEY, BIEL-YT S AEERLASILIEFESNE
HAo Appleld. ARL—T42 T - SR T LD EIKREBEZZFIATHILLL. TS
VYD ITEERTTRETT,
Apple must not be allowed to use any method to dissuade or discourage
users from installing another browser, such as warning messages or
similar prompts. Apple should win browser share without resorting to
using their control of the operating system to do it.

[J 1.4. Quick Update
JAVITITT—h
To0HE, FEICRRIITYIT T ERFTEIENRBETHY . ¥—rF—1\—H 5D
BRI —E RALARILEHIZHE ST, App StoreDLE 2—FBEIMIZZITANSH., Ff=
FRABRDEBEEFZESZDVHENHYET . CNIE AT FOBERLPBELLGLSIVR
A—H OBV R (TR - OISO SN HEM) ZR/DRICHIZ 5128
[CEETY,
Browsers need the ability to push updates very quickly and should either be
automatically accepted or given maximum priority for App Store review subject
to strict service level agreements from the gatekeeper. This is critical for
minimising the end user’s window of vulnerability (i.e. the length of time an end
user is exposed for) when bugs need to be patched.
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[J 1.5.Web7 7)) —av DA Ah—ILiHE
Ability to Install Web Apps
TS5 IEWeb 7 TV r—avE A A= )L BEEE L . TDWeb 7 F)r—avhd
ARU—TAV T VAT LITEEESN TSI RENHYET,
Browsers need the ability to install Web Apps and for those Web Apps to be
deeply integrated into the operating system.

AV AR=ILENT=WebT7 TV (X, RATAT T TIVERFIDOMENEKSIZT DL, TZ0Y
M, FTIVRNT ELTHEBES DithDWeb7 T E A Ab—IL T HiREZ IF DWeb7 T %1
BT B &lE, BTRICRIaE TRITNIXE SR (F7ZL . A TIEAELY) .

An installed Web App should be indistinguishable from a Native App.

It should be technically possible (but not required) for a browser to create a
Web App that also has the ability to install other Web Apps to act as app stores.

0 1.50 2—H—¢FR—T 40T L R T LOEEERAZN
No User/Operating System Interaction
TS0HIE ARL—TAV T VR T LN TORREHET 524, BHRTWeb7
TVEAV A= ELVT YT T TEL LI, T2LEHIEHESZAONDLEA
HYET, I50HIE TS RBETIURb—ILEnzWeb7 T EREISE =Y.
N7 ITMEETLIZYEVNSTHEDI—RT—ADT=HIZ, —F— DIk
L TWeb7 TV EA DV RM—ILT HBEE L EELET
The browser must be given full control to be able to install and update a
Web App by itself without the operating system interrupting the
process. Browsers need the ability to install Web Apps without
interaction from the user for specific use cases such as syncing Web
Apps installed between devices, and when restoring from backups.

[J 1.5.2 Ability to Open Apps
7 )% RACHERE
Y—RIR—T1DITZIHIE APIZNL T AV R—ILLIZEEDWeb 7 T1) 77—
LavEREVEY  IYB R YT AEENRETT,
Third party browsers need the ability to open / switch to any web app
they have installed via an API.

1. TS0 EARb—)LLIztR, BEIMICT TUERKIENTEDLIIZT B,
1. So that after install a browser can automatically open an app
2. IS0 DEKSENTES T TDIARNEF TV TR TEDKIIZT S

2. So that browsers can optionally build lists of apps which they can
open
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3. i, Web App StoreZEE 9 51=-DITHERTRTY,
3. This is an essential for building Web App stores.

[ 1.5.3 AV RAR—=ILENTWB T TIDT AV ETA—HRT DikkE
Ability to Focus Icon of Installed Apps
TT59H(E T3V T RV IITAVRM—=ILENTZT T DRAUNZTH—HR%E
LTHBEENDBETT , ThIE AVRR—=ILEINIZTT)DT=HIZFYIDIELLIR
AVITPYBEZDLEZEHRLET ., ChlEk. kAT 7T DEREEEE—BSE
BTEL TR—LRD—UITEMITAIELTEFET N AV RM—LRIZTTE
KON, PAAVETA—ARTENERETHD(E. TV HITESNEIRETT,
Browsers need the ability to optionally bring into focus the pane of the
installed app on the dock. This means switching to the correct pane of
the dock for the installed app. This can be inline with the placement
behaviour of native apps or “add to homescreen” but it should be up-to
the browser to decide whether to open the app after install or whether
to focus the icon.

[0 1.5.4 77") DHIBR#EEE
Ability to Delete Apps
ITI9HE, AV RM—ILLI=Web7 TUZHIBRT DHERENDETT, Thik, T/\
A X DOWeb7FUDREH. TS50 hsDWeb7 T DEE, Web7T1J/PWAT
TYRANTEEEBT BT EIEWeb 7T IFERATEET,
Browsers need the ability to delete Web Apps that they have installed.
This could be used for syncing Web Apps between devices, for
managing Web Apps from within the browser and for browsers or Web
Apps that maintain Web App / PWA App Stores.

0 1.5.5 714y /7xRravba—)L
Icon/Text Control
AVRAR—=ILT BT IH(E Web7 T DRARET AV DM A EHRTE - FEHFTED
WERHYET . AVAN—ILT BT IIHIE, DRATLEEBILICERLESTAaV/T
FRAMERRTEDIELMETY,
The installing browser must have control to set and update both the
name and the icon of the Web App. The installing browser should be
able to indicate different icons/text for each system language.
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[J 2. 27—RMI5ZDWeb7 71)H71R—k (i0S / Android)
First Class Web App Support (i0OS / Android)
Web 77)EAVAR—)LLTz5, Native AppsERICLLARNILTARL—T AT VAT LIZHET S
DENHYET,
Web Apps once installed should have the same level of integration into the operating
system as Native Apps.

Zhizl:
This includes:

[J 2.1. Web7 ") D% 7E D il
Control over Web App Settings
A AR—ILENT=Web 7T (L, Settings.appR—IU 0TS/ —A=1—(B&ET S
\E)ITTT)ELTRRENDSIITHEYET,
The installed Web App should appear as an app on the Settings.app page, and
on each of the privacy menus (where relevant).

[J 221. I59HYTEDHRELERTE
Custom Settings per Browser
E£ISIH(E AV RR—ILENTLVEWeb 7T T EIZERIDFREZEEBMT HL
MNTEFET,
Each browser can add individual settings per to its installed Web Apps.

0 22277 EDHRELEETE
Custom Settings per App
ET7TVE. ZDFRER—VICHARILEEFBMTHIENTEET,
Each app can add custom settings to its Settings page.
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(J 2.2. Bt
Notifications

] 2.21. #ETRITAIEESAEL,
Must be Free

[ 2.2.2. Apple Developer AccountBNIsE TN &,
Must not Require an Apple Developer Account

[J 2.2.3. Native AppstRIZENEERMERIRTESILE,
Delivery time equal to Native Apps.

O 2.2.4. 2—9—HIEBEEICEML/ENLTESDZ L,
Users can easily enable/disable them.

[J 2.2.5. a—Y—HEEICHEL/|EHIETEDIEL,
Full support of the Push API specification.

[J 2.2.6 1> Ab—ILENT=Web AppsTEIMET DLENH S,
Must work in installed Web Apps

O 227 #RTOY—RN\—F4—TSOFTHETILELH S,
Must work in all Third Party Browsers

[J 2.2.71. Webkit WebViewR—R I 59+
Webkit WebView Based Browsers
(] 2272 MBIV CUEBHEOISVY
Browsers with Own Engine

[0 2.3. #9)L—3viarTrarTrnEE
No Double Permission Prompts
T avERITTBODIN—ZyavhBBERO (L, Web 7TV TY, fz&z I,
Web7 V) IZBMZEEIET PHERNHY . 1V RN—ILT DTS5 T7TITHERHIL G
&, Web7 T ILEMEEETEET,
Only the Web App should need permission to perform an action. For example if
the Web App has permission to send notifications and its installing browser app
does not, then the Web App can still post a notification.

O 2.4. AEOHEH RAT4ITT TV r—a0~DHE
Equivalent Controls/Integration to Native Applications

[J 241 R—LEETOIAVTFARAZ 21—
Context Menu on Home Screen
AV R—ILRH AR AZa— (TR LTIELLY,
The long-hold side menu needs to be supported.

[J 2.4.2 VoiceAssistantsE ;&
Integration with VoiceAssistants
I5990OWeb7 T E RATATF7TIVERLESIZ, EFT LRIV N LITH
BTEDLIICTRETY,
Browsers and Web Apps should be able to fully integrate with Voice
Assistants the same way Native Apps can.
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[J 2.5. Appears in all areas Native Applications are listed
FATAITTIVT—2a0 DEFEEHIZRTEINET,
TIOHEZDAVRM—ILENT=0 T 7T ) r—2av(E, OSITHaESh. RAT4T
TIVr—2avDHBECAHLELECTEHEIRN YT TEDLSICTIRENHYET
Browsers and their installed Web Apps should be given sufficient integration
into the OS that they can be listed anywhere Native Apps are.

[J 2.6. REL— 8
Storage Control
A—H—HELH5, Web AppsD AL —UFUMA— L TESLSITTRETT, IOSD
liPhoneRARL— 1 ART, Web AppsIEIRIILI=FHEEL TR RSNDIVELNHYET,
Users should be able to control a Web Apps storage if they want too. Web Apps
should appear on the iOS “iPhone Storage” list as separate entities.

(J 2.61 #7a—K77Y
Offload App
Web771JIZ0ffload AppZEET 2MESIMIEHTIVELHYET,
Consideration should be given as to whether Offload App should be
implemented for Web Apps.

O 2.7.E@E%-EAKEOHIRNL—2
Reliable/Permanent Storage
FARU—TAV T VAT LIE, Web AppZA U AM—ILLT=T 57 HIZk>THAIIZEF IS
BN AVAM—ILT BT T IOV ELIEARL—T AV T O RTLOTT T DEIRR1E DX
L—2avbA—LIZESTHEDI—F—DERIGVDERY , ANL—U N EBEEN T
Web AppDARL—CFHIBRY 52 EETELNEIITT B,
The operating system can not delete Web App storage even under storage
pressure, unless specifically allowed by the browser that installed it or by
specific user request either via the installing browser or by operating system
storage controls such as “Delete App”.

] 2.71. ATHGRRL—2 D FIBRAEL
No Artificial Storage Limits
Web7 T r—iavid, a—H—D——XPHFEZIZGL T, ANL—U DFHIRE
(1HRETEHBHYFEE A,
Web Apps should not be placed under any storage limitations subject to
the needs/wants of the user.
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[] 2.8. WebAPK MintingZ1=(%[E% % (Android)
WebAPK Minting or Equivalent (Android)
Android(x. WebAPKOELIZHE SN -Web7 FVEA U RAM—ILT BRZEDAHh=X L
DT OHICIRETIVENHYET,
Android must provide other browsers the ability to mint WebAPKs or an
equivalent mechanism of installing fully integrated Web Apps.

RHEIMICZIZ, T—T DB OY—/IN\—A 2V ITTMBIURD T 7O RE R EMICHLE
(FHIEMNHFINDEDD ., ZNELSSLAIAEFI—U THEHON TV EEZRETOERER
BRI MBI RITI9YR A —[2ZOavbO—ILDO—EEFRETRELOH., ERORM
MRHYFET,

Longer term, there is room for debate as to whether Google should be allowed
to continue having exclusive access to mint WebAPKs from their server
infrastructure and whether they should delegate some of this control to
competing browser vendors similar to the trust delegation process used by SSL
certificate chains.

[J 2.8.1 WebAPK Mintingl3E&THd_&
WebAPK Minting must be fast
GoogleMSU T4V H—EREREMIZEEL, T5UYMNO—hILIZWebT7 T
EAVRAM—ILTES LSRR BEFERERELLLES . GooglelFWeb 7T DA~
Ab=ILIZHh DB E R/ RICT HEREEEINETY, B, GoogleDEH
BY—N—HIEET5DZEHFIMICHIDENNELLDIEN S TATDOWeb
T TEZEN RSN HYFET,
If Google is to retain exclusive control over the minting service and
provides no alternative for browsers to be able to install Web Apps
locally, they should be responsible for minimising the time taken to
install a Web App. Currently, there is often a delay of several seconds
while waiting for Google’s minting server to respond which could
adversely affect all Web Apps.
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O 3. 77URIZ o4 —FEF AL (i0S / Android)
3.In-App Browser Abuse Protection (iOS / Android)

O 31 9—F/R—F1avToVIE. A—F—DTF IAILTSIFRBATOHBL,
3.1. Third-Party Content only open via User’s Default Browser
FRU—TAV T VAT LI A—F =Y ITR—=TZ7 Ve ALIGE . A—F—DT I+
WIS OYEFERLTED DI IR—IERKIEERIET HEITEHT, —H—L7i%
FRETIDENHYET . E— DB 7TIDNRBEDIVTUVELUR LTS BT
HIZWebViewZHRATEDLIIC. FEEETONAT —D L SLEH WG Y —R/\—T«
MoDIT7—AMNN—T4aATIDI=HDEDTHHINETT,
Operating systems need to protect users and competition by ensuring that if a
user visits a web page that it opens that web page using the user’s default
browser. The only exception should be for first-party content so that apps can
use a WebView to render their own content or from co-operating third parties
such as ad providers.

[J 3.2.YE—r2T DA77 FIVTSOH (AB) E=E T T IS EDT IAINT SO ERIRA
i3
User can choose Remote Tab In-App Browser (IAB) or their Default Browser
Per App
DT AVTUVIEEITT IAINMD ISV TRREINDIRETT A, 12— —([EoTav
ToVETTIRTED . DTSV THKHIERTEDLSITTRETT,
Web content should always use their default browser to render content
although a user should be able to choose whether web content should open
within the app or whether it should open externally in another browser.

[J 3.214 77+/LbDENME
Default Behaviour
A—H—F. TRTOT7 TV 7r—3> DT I+ IV DEIMEZE . IABTHH. T4
WD T oY TR EEBICHRETEDLIITIRNELNHYFET,
The user should have easy control to set the default behaviour of all
apps to either open in an IAB or in their default browser.

[ 3.3. 77—RMNEAVRIN—TF1ALTFUYDF TRV FAN=K L
First/Second Party Content Opt-In Mechanism
WebViewW\77—Rr/ S—T 1 LAV RIS—T4 DAV TV DHEFRCENTESILE
BB ICREL T BT DA X LERETIDHELHYET .
A mechanism to ensure that WebViews can only load first and second party
content would need to be implemented to ensure they can strictly only open
first and second party content.

(J 3.4. TIANNITSHHFIZLENZDIFETSIFDH
Only actual Browsers can be a Default Browser
ARDHZTIINNE, A—F—DTIAINNITTIFIZITT TSI T EFRDIIEN TR
LtEETT . REDITSIHTHLITT)DHMN., TS50 DIEMEZITRDZENTEER
ETTLHIRIE. ARDBHDY— I ATATTI) A e—2U T H—ER(E, TS50
ERZIMFTEGVRIITTIRBENHYET .
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It is important for competition that popular apps defer browsing the web to a
user’s default browser. Only apps that are actual browsers should be able to
receive a browser entitlement. For example, popular social media apps and
messaging services should not be able to receive a browser entitlement.

[J 3.5. 22— IAB AN SEE Web 7T JEAVAM—ILTESRTE,
User’s must be able to install Web Apps directly from within IABs
d—H—h%n-App BrowseroWebzEE 3 5155, Web7 TV ZEE AV AM—/LTE
BWENHYET,
When a user is browsing the web from within an In-App Browser they must be
able to directly install a Web App.
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O 4. 75949 /9T 7F) TO%EH (I0S~Android)
Browser/Web App Equality on (iOS / Android)
TI9HE, LT OMEEICT VA TELLELHYFET . WebT7 T, Web7 T &ALV AM—IL
T5IT VY CHAISNIMEREICT VR TESIL,
Browser’s should be able to access the following functionality. Web Apps should be able
to access that functionality as allowed via the Web Apps installing browser.

(] a1 —#&
General
J 4141 /\—F9z7

Hardware
TSoH0Y T 7L, N—R T TIEEEAY I 7 B TIEEN AL
EED. TINAADRMT H5H5H/\— R 7E—RMICFIATESELIIZT S
WHEIHYET,
Browsers and Web Apps should be able to make general use of any
hardware the device provides including functions enabled by the
hardware but disabled at the software layer.

[J 4.1.2. Gatekeeper's BrowserERIL 77t A HETY,
Same access as Gatekeeper’s Browser
TSOHIE T —bF—N—DTSOINZTEDERLEENETRTZITEIRE
(f=f=L. ENIRESNIELY),
Browsers should receive (but not limited too) all the same abilities/the
gatekeepers browser receives.

[J 413. KM T4TF7FTIVERLTIER
Same access as Native Apps
TS59H&. Native AppshMERT 53 X TOMEEEER/ 7R TEDLIIZT
BLENBHYFET (FFL. CNICRESNDLDTIEHYFELEA) .
Browsers should be able to (but not be limited to) use/access any
function Native Apps use.

O 41.4 S RFLT7T) EMEE~NDR—T V£ X
Same access to System Apps and Functionality
BROEEOEF L) TADBRIRSE. TSVVIEIRATLTT)NMERTLIDL
BICHEEICT VLA TESORETY (FFZL. FIFREN D LD TIEHYFEEA)
Subject to narrow scope security concerns, browsers should have
access to (but not be limited to) the same functionality that System
Apps use.

O a.2.@&EFaranL
Communication Protocols
[J NFC
(] JL—k»—X [ Bluetooth
[ usB
[(J >U7I [ Serial
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(] HID
0 #vyk7—%>% | Networking
O &L ALKy T—4(TCP/UDP)
Low Level Networking (TCP/UDP)
[J Z27479+—)L | Firewalls

[J VPN(Apple®Private Relay#aexSL)
VPNs (including Apple’s Private Relay feature)

(J 4.3. 29—/ Sensors
] GriEfEsk
GPS Location/GPS
O mEEEY—
Accelerometer
O RFyThoo4s
Step Counters
O irEtay
Proximity Sensors
O #5try
Elevation Sensors
O BEt Y
Temperature Sensors
O gty
Light Sensors

] zoith
Other
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[ 4.4. EREEE Y —
Health Related Sensors
[J 8% / Heart Rate
[J Y a—RE=41>% | Glucose Monitoring
[J Znfth / Other

A—H—&, THAZUE., BE. RETIOITHMOT I r—a a2 ERT28ENEED.
BOORET —EEBTELLIITTILENHYET,

The user should be in control of their health data including the ability to use other
apps to collect, manage and store that data.

0 4.5. /\—KHz7HREY
Hardware Buttons

] RYa—LT7YT/Eo
Volume Up/Down

O #2/4>
Off/On

O uod 4Lk
Ring/Silent

O nwosyr
Back Tap

[J 4.6. TE#E:
Lower Level Functionality
[J CPUM#EE
CPU Functionality
[0 CPUfEmE
CPU Utilisation
O a7#%
Number of Cores
O s8avoRE—K
Clock Speed
O 247
Type
O #5E
Compute Pressure
[J GPUM#EE
GPU Functionality
[ A& —Ba:EHEEE
Memory Related Functionality
O #fEmRE AEY
Total Used / Memory
O &
Speed
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] =38
Type
[ T RoBEEHRE
Disk Related Functionality
O w¥aU7+ HESBEgaE
Security / Cryptographic Related Functionality
O hiE- &5 BRI I—FikE
Video/Audio/lImage Encoding Functionality
[J 7otx&H# (Spawn/Terminate#i&)
Managing Processes (Spawn/Terminate, etc.)

[ 47. EREESE
Telecommunications

[0 R—RNUR/S52F .56,/ AGEE/ \—KR ™ 7H#4kEBaseband/Radio/5G/4G
Related Hardware Functionality

O FLo+=—B&EEE (5 RIE)
Telephony Related Functionality (Receiving/Making Calls)

[J SMS/MMSES&E#kAE
SMS/MMS Related Functionality

[J x")—=ThonE)R
Wake from Sleep

O FI+NDOEBET TV r—2a e T Dikke
Ability to swap about the default phone call application

] 4.8.7/\1REHE (iCloudft &)
Device Management (iCloud Replacement)

O FIRAZRDINYIT7 YT
Device Backup

O FR120Ex
Device Restore

O 77I0F—81\vo7v7
App Data Backup

O 7F7IoF—4Ex
App Data Restore

O FRARTY—=rRD AU
Device Fleet Management
TFTINAABREBEEL, TNODT /NS RIZYE—FTHRECR S —EEHT 51
Ao
Managing fleets of devices, with the ability to apply settings/policies
remotely to those devices.

O T 1RD%FE
Locate Devices
HEERAWELET NI ARRS LV E—NEEY—E ROEITHEE (Bl : RCHY—
EZhBHANndroid/iOS/Windows/Linux/Mac®D T /3 RZ &)
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The ability to run an interoperable device finding and remote
management service (i.e. Find your Android/iOS/Windows/Linux/mac
devices from the same service)
O ve—tayy
Remote Lock
O VE—+75—4
Remote Alarm

O 4.9. 974V RT L THER
Filesystem Access

O 410. YIr 277 RADHE K
Software Access Equality

O 4101 AT47IL—N—[22—S 905473 —
Media Player/Music Library
AVYBEEEL VAT LD T IHILED AT 4T TL——(f5l: Apple Music) &4
EERLRY, BEMA YT BHEEE,
The ability to interact with or replace the system default media player
including on the lock screen (i.e. Apple Music).

0 410.2. REH—EX
Payment Services
TS0 DT IHILEDRFE Y —E X (Apple Payp&) LBEHETESHT L,
The ability for browsers to integrate with the default payment service
(i.e. Apple Pay).

0 4103. 5F7 R4k
Voice Assistants
BRTVREIVNEDXEEMRE . KB AIREGR L,
The ability to interact/integrate and replace voice assistants.

[ 410.4. 34 Lib59Fx2T / TH—HRI R DAL
Time Tracking/Focus Management
TV r—2a 0 OFERKREREL. 77— 3 OBRHIRGE L EETED
Z&,
The ability to track application use and manage application time limits
and other restrictions.

[J 410.5. 94>z wk
Widgets
R—LBE@E 71Dy DIER LR E RS
The ability to create and place home screen widgets

(J 410.6.a>rO0—)Lt2%—(i0S)
Control Center (iOS)
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AVRE—ILEDA—ADT ARV D Ty DIBINHERE
The ability to add icons and widgets to control center

(J 4.10.7. Privacy and Access Monitoring (App Privacy Report)
TIAN—TYRRER (T T) - TS5/ —LR—b)
FYRT =) YTRE, TIb—hy—R AVBYNEE  OSHERE~ND T T ) r—23av
TOEREERT HikeE
The ability to monitor application access to OS functions like network
requests, bluetooth, contacts etc

(] 4.21. AirDrop (i0S. Android4g)
AirDrop (iOS and Android Equivalent)
TS9O I 7T ERHENTTH. OWAIL, 7YTILDAIrDrop&Z D7 RaARiR
DREBERFEBABNIL, HEELHFICERNIZAEEEZTULVET, Although not
covered by browsers or Web Apps, OWA believes consumers and competition
would benefit from an interoperable standard for Apple’s AirDrop, and its
Android equivalents.

[J 4.22. AirPlay (i0S. Android8 )
AirPlay (iOS and Android Equivalent)
ESEDBYTT A, AppleDAirPlayAndroid DEIZE RIZHEYET,
As above but for Apple’s AirPlay and its Android equivalents..

(] 414. 54—k )L—
Private Relay
Private Relay [&. Native Apps MoD S T719712H, AV AR—ILiEH Web Apps &E]
BRICERASNZITNIEESE0, OWAIX, 1V Ab—ILENT=Web Appsh 5Private
Relay#ReZHIBR 3 5D TIEEL, X TDNative AppstPrivate RelayZM L TEITLE
[FhIEESHENT EEBELLE T, Private RelayldWeb Apps&EdSoH RS0 912
DHBEASNETH. Private Relay WM T 5T 5\ —REZEM T HIENTESS:
& . FFE (ENative AppsEFEAT LI EHLITBELTIZELY,
Private Relay must apply equally to traffic from Native Apps as it does to
installed Web Apps. OWA’s strong preference would be that all Native Apps also
must run through Private Relay, rather than removing Private Relay functionality
from installed Web Apps. Note that while Private Relay only applies to Web
Apps and Browser Traffic it will push developers to Native Apps as it enables
them to circumvent the privacy protections that Private Relay offers.

[J 415 App StoremnsEES D O—K
Direct Download via App Stores
IVOUEBE LY —R/I\—T4—T30H(& AppleDAppStore Mo EES D O—RT
THIL,
Third party browsers which include their engines must be directly downloadable
via Apple’'s AppStore

O 416 BiF S ERDBIL ¥F—F1—> /KA T—REHE
Authentication / Multi-Factor Authentication / Keychain / Password
Management

Page 47 of 74



ENANIIALRT LOFREFHE-T 50 EWeb771) (HDMCADIGE)

Competition Assessment of the Mobile Ecosystem - Browsers & Web Apps (Response to HDMC)
Version [ /13—3> 1.1

PrYN

FTRTDTTITINRT—R[ISRF— b=V % RE. EEBTEVRTLIL, SEfhitDE
IS T HMA TRIBATRETRITNIEEYEE A, Apple®D/SRT—R//IXFX—EET
OV RTLIE, AppleDTINA R THOHF AR EETHAT=6 . Windows+>Android 7734 R
TIEEELEE A,

The system for storing and managing passwords / passkeys, tokens across all
apps must be swappable with equivalent integration for a competitor's product.
Apple’s password/passkey management ecosystem is only available on Apple
devices and so will not work on Windows or Android devices.
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[J 5.Web771)sr—3 3> M App Storextfis (i0S / Android)
App Store Support for Web Apps (iOS / Android)

[J 5.1 sM&Web_R—2H—E X
External Web Based Service
TIIVRRTIFHFEDN—RILTOF A —T AT O RT LEREELGN I EEREEL.
FRFEDFAEARNEHIBT 51012, BLG5TONAFDNERDTTIRANTICEEZT
EHEHT IO Y—ILERREICT HE T, /3Ty IWebR—ZXH—ERENLTWeb7
T)DREEZFANDLENHYETS,
The app store should accept Web App Submission via a Public Web Based
Service with a goal of ensuring specific hardware or operating systems are not
required and to enable automated deployment tools that can submit to multiple
app stores from different providers reducing the effort and cost for developers.

[ 5.2 HEDOSO/N—FIT7EBHELLAL
No Specific Operating System or Hardware Required
FRE (L. 7TVARTIWeb7 TV ERH T 51012, OSEHERT IV EETHYEE A,
Developers are not required to use any operating system to submit the Web App
to the app stores.

[J MaclEihBTHIDLENHYEE A,
No Mac required.

[J XCodeldhBTHAILENHYEE A
No XCode required.

[J 5.3 2= LRATYS
Minimal Steps
Web7 7 ZERH T 5= DFIEOEMSE RBEFERICHMZSNERETY, 7TURE
TORFEETHINADFAUTYTIE, BOTOERITEBATEEELNH D EITSEEL W
BTY,
The steps and complexity of submitting a Web App are reduced to the minimum
required. Note that signing up for a developer account on an app store can be a
separate process.

Page 49 of 74



ENAIILNIALRT LOHEFHE-T 50 EWeb7 1) (HDMCADGE)
Competition Assessment of the Mobile Ecosystem - Browsers & Web Apps (Response to HDMC)
Version [ /13—3> 1.1

[ 6.Safarima7#EE(i0S)
Safari Core Functionality (iOS)
[ 61 42 AR—LTOV TR (AU R—)LIE)
Install Prompts (Installability)

[ 611 B/INA—DRAT4TIZHETS
Minimum Bar is Equivalent to Native

Web7 T DAV AR—ILFEIBIF, DIELELRATAT T T DAV X—)LFIEE
BIENZTNUTOEBRGFIETITIENTES LI,

The install procedure for Web Apps is at least as easy and requires equal
or less steps as the procedure for installing Native.

O 61.2. 12 RF—ILEEDETAHL
No Regression in Installation Speed

Web7 ) DAL ZAb—)UIZHh D BB, EDKSHEE THIEEFITEMUZL K&
31,

Any changes should not noticeably increase the speed it takes to install
a Web App

[J 6.1.3 In-App BrowserD A X+—)L
In-App Browser Installation
FTRTDIn-App Browserld, Web AppDBEZ MOV —LLRIGAV AR—)LEY
R—rTEBHLIIT,
All In-App Browsers must support easy and seamless installation of Web
Apps

[J 6.2 Bxnt
Notifications
(2.2LRI%EH)
(Same Requirements as 2.2)

[J 63.7.LR9)—>
Fullscreen
<canvas>EEDEE LN DI T YA,
For <canvas> and other non-video content.

O e.4./xv20y
Badging

O 6.5. F+—FUr %
Deep Links
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] e.6. EEMOMEEOYY
Screen Orientation Lock

[J 7.Chrome® &% F|A%L%L) (Android)
No Chrome Preferencing (Android)

[J 71"Google Search App " T I74+/ILL I SOHEEETEHENH S,
“Google Search App” Must Respect Default Browser.

O 7.2 ®N\AUNTT)r—a 85532 $9 (MADA) (%, HBF ErEZ8 F A—hH—(0EM) [
ChromeDFEAEEHTTHIRETIEHYE R A,
Mobile Application Distribution Agreement (MADA) should not require
Original Equipment Manufacturers (OEMs) to prefer Chrome

O 8. vz I HA+DERMEER
Website Transparency Obligations
O 815 —hx—/—[F = Yb 7 2% U LD TSIHT, Iz THAHRIELTLVR
WHDEESH., BHMlLERBAETE L-compat. xtZRETI2VELHYET,
Gatekeepers must have a compat.txt with detailed explanation for browsers
with a market share of greater than 2% that the website does not support
including:

[J /"\J1&$R / Bugs
INTFrob~m oy
With links to bug tickets

[] #&= / Functionality
FRLTWSHEE~ND U OfFE
With links to missing functionality

[J 8.2."Try Anyway "RAHEIZFIAAEETHIZ L
“Try Anyway” button must always be available

O 8.3."I39HADYYEZ "I&, RE—F, /8T4+—IU R HEEELE 1 —HF—I2L>TD
FRZEHRATIDENBYET,
“Switch to a browser” must describe the benefits to the user including in terms
of speed, performance or functionality

[ 8.4 RTORLEADERERIATIDLENHYET
Consider applying all large companies
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5. FEHEANDIAUE
Comments on the Interim Report

5.1. iOSTOWebkitD #IfE
Webkit Restriction on iOS

iIOSTOWebKitDFRZRHETITHILEE LT AMFHRERICEEMMITEBLET .
We agree wholeheartedly with the proposed remedy prohibiting mandatory WebKit use on iOS.

"WebKit "DINNDT S0 H I OUE  H—FN—TAREDTSOHFIERTHILLETEE A,

EREXA - WebKitDFIRERBHTHEEHELT D

OSIRMENY —FN—FT4—DITSUFRBEIHLT. BEDIT VS IV DEREEFTIT
BIEFEEZITHIN—IIWNEEATHIEEHAEETLLD "

“Browser engines other than WebKit cannot be used for the browsers of third-party
enterprises.

Option A: Prohibit mandatory WebKit use

It may be possible to introduce a rule that prohibits a OS provider from obliging
third-party browser providers to use a particular browser engine."

ChIF, 311 [ZERELI B DEBENODRIEELGHERTY . 4 —F/\—T1T 374 (i0S)IZE#HIh
TWFET b DM BEXEREICFRFEL-0T 1T, ShEZDRBIZ DNV TELGRRTVEY,

This is our primary and most important remedy, listed in 3.1.1. Third Party Browsers (i0S). We
discuss it and the rationale for it in great detail in our “Bringing Competition to Walled Gardens”

paper.
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5.2. T30 DFEEMN
Browser Equality

MEETIE, Y—FI—T1DITSZVHFE T —bF—/"—THDIT TV ERET H1=HIZ0OSAD+HHET
JEANEZENTULVEL, HAWNMEOSDIL—ILIZE->THET HIENFIRINTILVS, EMRETLET,
The report discusses that third party browsers are not given sufficient access to the operating
system to compete with the gatekeepers browser or are otherwise restricted by the rules of
the OS from competing.

B=FFEEEDTISVYTIE, OSED—EDHFENDT IO IHFIRENSZEHHYET
Access to some functions of the OS and others may be restricted for browsers of
third-party providers.

TS0 EZTDOWeb7 T & F—rF—/I_—JBED 7). TF50H . DRT LIREMEEE. ¥'—tF—/—D
ULV RNT TRASINDT T ERFEDEEELTIRET - OIC+ BT Ve RIENRETT,
Browsers and their Web Apps need sufficient access to provide equivalent functionality to
gatekeeper’'s own apps, browsers, system provided functions, and apps distributed via the
gatekeeper’s online stores.

Applel&. 4—F/S—T1 DTS HHWebkit TP D ZLDFIREFIATHILEHIBTH5—A T, —F
IN—TADT T I DBNRMIFRE T BI-DICOSKBEND+RUET IV EREELEZ LS TEZETH>TLY
FY,

Apple both restricts third party browsers to using the many limitations of its Webkit engine,
while withholding sufficient access to OS functions for third party browsers to effectively
compete.

AndroidlEH—R/I\—TA4DTSOHICTU DU EOSDBEBENDIBILEWLT I AEFFRIL TLVET A, Google
(Y —F /=T 1D TS5IHFIZWebAPK MintingFz[ZRFEDTOEAANDTIERFREL TV =0,
Web7 T r—avE AV A=V B EIFEFRAILTLVER A

While Android does allow third party browsers, complete with their engines and far broader
access to the OS functions, Google does not allow third party browsers to install Web Apps as
they have not provided third party browsers access to WebAPK Minting or an equivalent
process.
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CORFHBEDEMIZ, TS5V OWeb 7 TUMNY IR I T ON—R Iz 7ENLTTELILICETIAE
BIEHIRZERYBRCIETY . SNl RFDT TV PN DREEICREL TERIT BN I TI4/LETIE
EBETEEVNIEF AV TAETIIZEDEDTT, LIzh 2T +RICREBRFNDI SV CaALTUVES
HRAGIZEE AR —TAV T VAT LOFIRITITREGYET,

The aim of this remedy is to remove any artificial restrictions on what browsers or Web Apps
can do either via software or hardware, owing to the superior untrusted-by-default security
model that modern browsers enforce regarding these capabilities. Operating systems
restrictions are therefore redundant when content is loaded in a sufficiently secure, modern
browser.

CNITDWVTIE, 31.4. T50HEWeb7 T DEIZF M. 3.1.2. First Class Web App Support (i0S /
Android), 3.1.7. Chrome #&% L%\ (Android) Ti&iwL ELT=

We discuss this in 3.1.4. Browser/Web App Equality, 3.1.2. First Class Web App Support (i0S /
Android) and 3.1.7Z. No Chrome Preferencing (Android).

TI4IRTIE N—RDLT, YIRDITELIC, IR TDERED S — T2 THINETT, 21— —DFZE
L3k o7%, [RoNI-EIFHTIEHESH., FIHUZE DB DAL BEFINERETT,

By default all functionality, both hardware and software, should be open. Only narrowly
scoped, justified, evidence based exceptions which are in the users best interest should

apply.
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5.3.10S Safarilc&kdWeb7FUr— 3> DHR—k
iIOS Safari Support for Web Apps

WeDbKitH|BROEEEIZI A EETIIRDKLSITIRELTWS, "Iz T 7 ITVEHR— T 51D T50H
HEEDIRMEICAEAL TIE. OSIREE DI SHHYHMDE/NAAILOSH TSI HMIRMT 51D EEF DHERE
RETDHLEKRDDIL—IWEEATHENFRETH D, "

In addition to removing the WebKit restriction, the report suggests that: “with respect to the
provision of browser functionality to support web apps, it may be possible to introduce a rule
requiring that the OS provider's browser provide functionality equivalent to that provided by
browsers on other mobile operating systems.”

Wf-blE. COMBFREIFXLEIZGYTE . PITICHELNHIEEZAFT,
We believe this remedy is too broad and will be problematic to enforce.

FAt=B (%, i0S Safariz AL TWeb7 T ERITT 51=OITLELRFIERDOWeb 7 TUHEEEBINT HL5
ApplelZi& il 9 5. RHRD. LOLIEEMNIRVERERELE T BIEEINo DR EMRE31.6.,
Safari Core Functionality (i0S)IZHIZELTWVET , CNODEBEDF S, FERISERTEDHZETT L
ML, Tho(FAppleDHFEEEE T HBER DRI T S ENGEERETEHYFEEA LIzA>T. Ch
SDN AT = REGRFERTHY. Third Party Browsers (3.1.118) . First Class Web App Support(
3.1.21) . Browser/Web App Equality (3.1.3) IZER>THRHZED TIEHENEEZ TLET,

We propose a similar, but far more narrow, remedy to compel Apple to add the bare minimum
Web App functionality that Web Apps need to be viable using iOS Safari. We enumerate these
needs in 3.1.6., Safari Core Functionality (i0S). The benefit of these changes is that they can be
accomplished quickly. However, they are not a structural solution to the problem of Apple’s
competition-undermining policies. We therefore view these interventions as secondary

remedies, and not as replacements for Third Party Browsers (Section 3.1.1), First Class Web App
Support (Section 3.1.2), and Browser/Web App Equality (Section 3.1.3).

TS5 EWeb Appsid. TRAVVEMAHEEZ A ELTVET , TV HA—H—RT. Web7IVIZED LS
BHEEERET L. TOEBENELDLIE. BEMNTHY., FEEINSZLTT, Browsers and Web
Apps encompass a wide range of complex features. Disagreements between browser makers
on what features to implement for Web Apps and their specifications are reasonable and to be
expected.

r=BlE. TV OBRENFIRAZLELERT EELNTHLLELTUVET . RHEABB/IE. —F/—T«
DIZIOF (T AFE) Il WBGD AT LBEEISRCT VR TESLIITT HI LT, FE I EelC
FTBHIENTEET, SHI, FEEITE/AMILOS EDNative AppsDHMNFIFREIRETH-1=3 R TDIFFARFIZ
Web AppshHEFENSLIITT S LE, ATFLEFHREDBERET HDITKRILEET ., TV FHNOSDOEH
BEEN—R I TITT I RRATESLIITTHLIE, (DN TRATRAWLGRERTYT .

We believe that browser competition is the primary force that will drive positive change.
Regulators can enable competition by allowing third party browsers (complete with their
engines) and allowing them deep access to the required system functionality. Additionally,
allowing Web Apps to be included in all places that are traditionally only available to Native
Apps on mobile OSes can help to facilitate a level playing field. Ensuring Browsers have access
to all OS functions and hardware is a far more powerful and long-term remedy.
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BIRREREREIZDLNT,
Specific remedies:

e 3.1.1. Third Party Browsers (i0S)
J.2. First Cl Web A u rt (i0S / Androi

3.1.4. Browser/Web App Equality
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5.4. 759X F—DWebH 1~
Browser Vendor’s Websites

CDOLR—FTIE TSOYRE—DBEHDA S TONTAENLTER DTSV T EBEMIERT
HBERGREICOVWTHRETLET . EAMLZHIELTIE. YouTubefREEDGoogle BNZEIFHNTULVET,
The report discusses the potential issue of browser vendors preferencing their own browser via
their online properties. The specific example in the report is Google via Youtube.

2DDHERFRELTVET,
Two remedies are proposed:

A EELGWebHY—ERDEREPLAFRERICENT, BRITVYTOBEREREZELET S, Prohibit
self-preference on own browser in setting or changing the specifications of its leading
web services

B. E#HER. SELEHLEADBEULERIE. LE 12— S1FHROEFTR.

Disclosure of information related to updates, appropriate responses to inquiries, and
reviews, etc.

HYDREICIIEENHDHEEZFET
We believe that the first suggestion is problematic.

= DRERTIE. HDT TV TEELGHEENR(FTTNDOIZ YA DIEREDRID TS0 EHET
BIENHYET  TELGHAMDRAREN T VT DHBERIET DRYICENT, L—ILADRREL. 54
R—RADEMDBEREZFESEIRLENEERDHLI—HOBAEENSTIVHD)—F—vTE#ETS
HHIEEBELTLET,

In our experience, a site author may recommend a different browser due to important
functionality being missing from some browsers. To the extent that developers of major sites
also sponsor improvements in browsers, we are concerned that the proposal in Rule A will
reduce browser leadership from some of the parties that are most able and willing to move the
state of the art in standards-based technology forward.

BIZIEL. =40V TN T 7T TERRELT —LEYR—T 5=-ODFH LNV 5719 AAPIDFSIC
BESZREL. ChoDTHAUERRGRELRRICIRET 5. ELSRBIGHIEZEZ THELELD, BS
(. Blink (ChromiumL > Z )T IOV DY IR ITH—IIZCNEDEBREEMLET , thd Chromium
TI0HE. COMBEERBLEVEERET DEENHYET . Blink DI ADMHE L, $XTOHL
WI—RIEA—TV—RTHY . A2 D Blink Y—R 3—K R—RFF=[IfhD Chromium TSI HDLNT
NMNEHRIZEMYT AIENTEET,

For example, imagine a hypothetical example where Microsoft funds the development of new
graphics APIs to support high quality gaming in Web Apps and proposes these designs in
public standards bodies. They add these changes to their soft fork of Blink (the Chromium
rendering engine). Other Chromium browsers may decide not to include this functionality. Due
to the nature of the licensing of Blink, all the new code is open source and freely available to be
added to either the main blink source code base or any other chromium browser.

TAOOYIME UK DODD I T 7TV —LEEC I T A ERLI-WEEZTWET . RETDST —
LTHA=H., oD APL F=IXEIZED APl #HR—RLTUWVEWIT SOHEYR— T B EIEAAHET
T IXAVAYINE TF—LDREZEWITY. AR IRAEBECENSE S L4, ETARELRYDT
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RTOITFI9HYEHR—THIEEHIELET , Microsoft wishes to create a website containing a
number of Web App games. Due to the cutting edge nature of the games it is not possible to
support browsers that do not support these or equivalent APIs. Microsoft commits to
supporting all other browsers where feasible without hindering the quality of the games or
excessively increasing the development cost.

CDESIEKRICENT, T4 7AYITMNINLDAPIZHRESD/N—2a> DBIinkIZEMNT 52 EEE L35
EFEENSITKRFT BT YA Web 7TVEERTHEEEILTEHILF WTEFREETHD
LHARFEBATHETS,

We believe under these circumstances it would be unreasonable to either prohibit Microsoft
adding these APIs to their version of blink or prohibiting them from producing a website/Web
Apps that rely upon them.

F=b(E BEERICKKPREEZFH>THEY. 7 —N\—2 EELGREMDBREFLZW T T IR R
YISO EHR—TBEIEHNEMNTHEECTNET, #bIFETNEIL8TYRNZYTILTVET, VT
THArOBREDEHE(TRT),

We have a proposal that is very similar to B that we believe pressures gatekeepers to support
browsers where possible without holding back vital leading edge competition. We list it in 3.1.8.
Website Transparency Obligations (All).
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5.5. IABT 594 —
IAB Browsers

WEEZITHRIFTTLBIEYSEL T, In-App-Browsers|ZESE T BRAEMNHYET , chlTMid TH#LLVT—
TIMN. TV TBEROEELERIZEZEZATVET,

One topic that is missing from the report is issues related to In-App-Browsers. This is a subtle
and difficult topic, but we believe it is an important aspect of browser choice.

EARMIZ, ShIET TN TTIVRAD) 9% 9 )90 F BB A—F—hEIRLI- TS0V ES, B8R T
Av93 32 EEFIETB=0DEDTT , =Bl CIATSAN—EREDIAITEEE S 2 5AHEHE
MBHBHLELTVET,

Essentially, this is about preventing Apps from intercepting, monitoring or blocking a user's
choice of browser when clicking links within an App. We believe this can be damaging to both
privacy and competition.

3.1.3IZEEEL TLVET, In-App Browser Abuse Protection (i0S / Android) THBEAMLTWET , Ff-. ik
XTIn-App Browsers - Subverting Competition, User Privacy & Choice - v1.0J THEELLfEERLTLY
EX 8

We list it in 3.1.3. In-App Browser Abuse Protection (i0OS / Android). We also discuss it in detail in
our paper “In-App Browsers - Subverting Competition, User Privacy & Choice - v1.0".

5.6. Web7 7'M App Storexthis
App Store Support for Web Apps

HDMCAGEE T RELES—DDREYH(E, i0S App Store THEERAIAEARAWeb 7 T r—av&EFAL .
FTRTDE/NAILAppP Storel B RIZEFTELGWLIL—ILZHIBRT H5ZETT,

Another topic that merits the attention of the HDMC is regulating to allow interoperable Web
Apps onto the iOS App Store, and to remove rules preventing their easy submission on all
mobile App Stores.

CNIZDWLTIE, 31.5TEHREALTLVET , Web 7T DApp StoretR—k (i0S / Android) .
We discuss this in 3.1.5. App Store Support for Web Apps (i0S / Android).
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5.7. 1 J{E#
Web Standards

DI ITS0HIE, UTEETHINICRESNLZV S OZERMFKHR (LI FISDOs ) THESINIEESN
TWBSTHAUERELTLET,

Web browsers implement designs that are developed and specified in many Standards
Development Organisations (“SDOs”) including, but not limited to:

o [ETF (AU3—FIbELHDERDLESENAMLY)
(The Internet Engineering Task Force)

e W3C (J—ILKIAKHzTaryy—L 7 L)
(The World Wide Web Consortium)

o WhatWG (VI NAN—FFRLT TV r—2a Bl T—%2 55 )L—7)
(Web Hypertext Application Technology Working Group)

e [ECMA (BxiNarEa1—48LEEHS
(The European Computer Manufacturer's Association)

e FIDO7Z4A4T7UA
The EIDO Alliance

o AOMGF—T o AT4TREER)
AOM (the Alliance for Open Media)

o HOJR-GI—TF
The Khron r

o SO (EFFZZEL1LAE)

(The International Organization for Standardization)

o I1=-—K-a y—ITFL
The Unicode Consortium

o |ANA(A2A—2y S E| 1)
IANA (the Internet Assigned Numbers Authority)
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INSOMBIFTNEN "V TREIZ2 =T 1" O—FEEBRALTVWET A, TOLX, 285 —. TH
AVEDNRGIZEXZEIZEDZODERXGAN—XLBELG>TWNSDOLEHMTT, EELDIL. hDT
RTO SDO WRFUAVIHZELERL TSI ETY  REIFEHGEAN SN ELZRFU R — VT
TRAVF =RV XIIRELFETH, BEMICCOTOEREHEL TE-DIEHEETT .

Each of these organisations contain a part of the “web standards community”, but feature
differing processes, publication gates, and formal mechanisms for including designs into official
standards documents. Critically, all of these SDOs create voluntary standards. Companies
contribute their intellectual property to the commons of voluntary web standards for complex
reasons, but competition has historically driven this process.

BFEOIEEILERAD/ SyFI—0&, BENLGRERELCDOHEN., ZNERE. TSVFNEXTEELRIYE
[CHREZRE T AL H T HREZFCHERLTLET .

The existing patchwork of standards groups, along with the social and legal background of
voluntary standards, makes proposals to bar browsers from implementing features ahead of
formal standardisation deeply problematic.

T 9FORREMLIZECAH, I—F—LEAFRBE ORI TREMDBBERERT H5HEICOVNTRBEDIEE
DBHHDTIH K TCLATDFRENDORYHALFEEDFRICNESN TSI EN LMY ELE, CORE
RRIE. TF0HA—H—HN0S (AndroidE[E#k) L TRERT S EDRADICERL TS EEZTLET,
Our analysis of the situation regarding browsers suggests that users and developers do not
suffer from too much divergence of views about how to solve leading-edge problems, but
rather a lack of engagement and investment in addressing those challenges. We believe this
lack of investment stems from reduced competition that browser makers experience on iOS
(and to a lesser extent, Android).

BEGRIETIH. BMET I IV T A—D—DHAREBELHR AL CEELGRIBEERRRTHET,. VI TREY
F—FOEDIMEINE T CNICITEREE R LT 52O DIZELRARTOBRADNBETT A, HLE
RUF—PFTRTDTHFAUNIIDNTTRTOR A —DE TV YA FELNSETHL T NIEES
BWNELTZD, HBNAA—(FIZIET YT IL) BINEDTALRERLCENAHEITE>TLESTLELS, F
. B2 NDOHLE=ZEMNEELLERITBEAL, 1—F— OB FEHEFORNEICRSLEN G E TR AOHEE
BE-FELEISELEVSERG)RIBEFELET .

In a healthy environment, Web Standards evolve quickly, spurred on by competing browser
makers working with developers to solve important problems. This involves collaboration in
standards bodies to improve compatibility, however if each vendor had to wait until there was
consensus among every vendor regarding every design, it would be possible for a vendor (e.g.
Apple) to game these processes. There is also significant risk that well-funded third-parties
could infiltrate standards organisations in order to block/stall development or functionality in a
manner that is not in the best interests of the user and/or competition.
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TS IFRVF—ED T RIVE—FORFEICEVWTERBICKREBEENZH >THY. BoITTRTOES
[CX S HIEBRIEEESASHLE., BEMHATIHZEL L T7EESIDEHS ZEIZES>T ZULEVWEEEICHRIVS
ZEICLAVEYER A, BBFEOBETIE RUF—XEAEET | EEDFEELLEHIT AT THA THS, Ch
F.ELIVDUDEITER. TEDORR CTHEBLE/NTA—I U REUF 50T EEF AT HIEER
CIL—ILBBNIE, BUOKRICOENDAIREEAHYET

Browser vendors enjoy outsized influence in development of web standards, and providing
them with a veto over all progress will only serve to reward the slowest mover by preventing
competitors from taking market share. In the existing structure, it is enough for a vendor to
withhold engagement and prevent functionality from being standardised. This could lead to a
bad situation if there were any rules preventing engines from pushing ahead and using
competition to push poor performance with market outcomes.

—ERIC, REMDMEEEL. FT TV FA—D—DBEHOI DU TRHAL. 0% HENTTEHRED
TA—F N\ OEZHENG | RERTEEMEONTET . RUIN OV TIEEDKEEEHYEE A,
Typically, cutting edge features are deployed by browser makers in their own engines first,
then, using real world feedback over several years, eventual standards are created. No feature
starts out as a web standard:

D1 TREE—KRILERIGEED TT . REEIZFDIRFZEHTEHIE. BEILYEL L A5F
TTo CHITEZLTSOYDEBEDMEETYT , NoFd—HIEEETOEIIZSMTEDIE, fFT~
EDMDEDIERINBBEL BHEH S TIEHL . IEELFRDIE RIS H DI TR S5 TE
L, LLAFAREDSZFUV, BRI KELFZES-5 S AR THREMHEDEBZRHT
7= DTT",

“Web Standards are voluntary. The force that most powerfully compels their adoption is
competition, rather than regulation. This is an inherent property of modern browsers.
Vendors participate in standards processes not because they need anyone else to tell
them what to do, and not because they are somehow subject to the dictates of
standards bodies, but rather to learn from developers and find agreement with
competitors in a problem space where compatibility returns outsized gains”

Alex Russell - Microsoft EdgeD 7T AT 5L H—2+—
Alex Russell - Program Manager on Microsoft Edge
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ED &I TEMAFRMICEZITGEMNIEECELFTRITEFERAL. TV A—h—RITIEMGERIC
DWTERNHINDZLITEENTHY. FEHINLGILTT . HH LB, EOZEENRILEET. TDIE
HELEBNRBRINICEIGEINEFRITHIEE. FARETIFLEWNILTY, FEICEHETT , ChiTMYTE
BoT—<THY. EORHBNEBLEETETLR TSI H1-OIIE IBIEVLEMfREICHh > T, AMEYD A
BAREITHESTIETLES,

No one can predict what web technologies will be important in the future, and disagreements
between browser makers on the exact path forward are reasonable and expected. It is very
difficult, if not impossible for regulators to predict which standards will be the most important
and what their exact definition will end up being. It's a subtle and complex topic, and one that
would require significant staffing, over a wide swath of technical areas, for any regulator to
credibly participate in.

BRDIZVHFRIAE =0T SOHFRUE—DT V=T DT RTDITSOHN(CNEDTTIHMNE
KT HDLYDLEL) WREEZEYH T DEHIE TESLSICTARELELVRERL. BEESSIAEFETHI0OT
ED

The suggestion that individual browser vendors or groups of browser vendors should be able
to block all other browsers from producing functionality (that these browsers have no intention
of implementing) would further stifle competition.

EEANCAVE Y RERDDHEE, A —F— DR ELGHEEZIRM T 5T IV HICRYIRR 5L TTREER
B9 HILERETHLITHYFET Fo. Bt MRBETEEVLIIZTNIE TSIV HFR T B ATRD
HOMEEERE T HE5LBEANEERYET, Origin TrialsDESHEHIBZERD AN X LEFBLTDH, TE
BIVOUF—LITZDHRGANEMISEEL TSI LEHRTEADTT Hb,

Requiring consensus before implementation would block the ability of users to signal their
discontent by switching browsers to ones that offer the functionality they need. It would also
removes any pressure browser vendors might feel to implement popular features if they can
block all competitors from providing it. Subtly, it would also reduce the quality of features

delivered, because it is only through market-oriented mechanisms like Origin Trials that leading
engine teams ensure their designs are fit for purpose.

Apple [.i0S EDTRTHOIZ Y DHEEICH T HIETHEICL>T. 10 FLLEICTHT=>TIOS kDT
(BEURYNT—INRDOENFTENCILEMR) FFILTEEL ., TYTLITTRTOIT SV T DEEE
EETHSHAMIERE S ASIL(E, KIBELLGATLLY M-bOMFHEDEELBHMDO—DIE. Apple
M. I0SA—HFABHD T T/ H—E XPApp StorebFiad 2 HAHWeb 4EEI 7 7+ AT 5D%EMHILET
DRENZEHIRT HZLETY,

Apple has held back the Web on iOS (and mobile in general, thanks to network effects) for
more than a decade via their veto on features for all browsers on iOS. Handing Apple explicit
power to veto features for all browsers would be a disaster. One of the key aims of our
remedies is to break Apple's ability to prevent iOS users from accessing useful Web
functionality that competes with either their own Apps/Services or their App Store.
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TP (EZDIUDV) TR, 5EDTALT4T7T)—FL, EBRTH2EHIVETT, MiE>TWWTH. 2
SRR O RAMOBRETL— — 2 BB T H5EHNRETY , EOMENRIIT N ERHDDIL.
B FARE. 1 —0OBRGOTY, T7VF DAL OZRELFTEELVOIETT A, ThITRFR
LHREFDTOCRDREITKIERTT . RINST —PELTELRETREBDYFER A ILIT. TFVHTDE
AL ERRE NZERET SRS IL. BFITERIGITEEZEZ 5TLLD -EDRADEZIL. FEDH
BEMEDKSITHEET D DNTT YT ILARLGDE DI FF DILETIFEL Ty TN T TIZ, DTN
BED. R TAITTT)DT oIV TA—LEHRETHILERREICT DAL ELELIELTLAILLDT
T, BT DHEENFI A TEAULESIZT HTET, ApplelENative AppsD IV AT LIZK T HEEENE
MYBRE ., REFICHTHENEIEARLTLDDTT,

Browsers (and their engines) need to be free to lead and experiment on the competitive
frontier. They need the freedom to be wrong but also to win users through unique features and
leading edge capabilities. It is competition, developers and user choice that determines which
features will be successful. Standiziation between similar features in browsers is desirable, but
it is an outcome that comes at the end of the development and competitive process. It should
not be placed as a gate at the beginning. Further, the potential for blocking browsers ability to
differentiate themselves and compete would be catastrophic to competition. Our primary
concern is not that Apple will have a different vision for how particular features will function,
but rather that Apple has already sought to delay features that allow the web to compete with
its own, proprietary, Native Apps platform. By trying to ensure that competing features are not
available, Apple removes pricing pressure on its Native App ecosystem and extends power over
developers.

W3CHMDFELFRERDRBELLIMEBZRRICL T A/ RN—2a30 OReaHETH LT LY. &
YRWZTA—FI& F—bF—/—THAHO0SLETHET VY. DT T7TVERAT4TT7TIRD IR
BERRERIREICT A DREEITITETT, ZL T TUFA—F— (o TRVAFLGEIL FHL YT
HaE) %, MIGED A THETESLIIZTEHDTY,

Rather than allow the excellent work of the W3C and other standards organisations to be
weaponized to block innovation and competition, a better approach is regulating to enable
effective competition on the gatekeepers operating systems both between rival browsers and
between Web Apps and Native Apps. Then allow market forces to push forward the changes
(new web features) most beneficial to end users.

T O EERREICEE T HET ARE LA —DRANKRELGA v EFONFET L
AL, DHVEDN AL, FILLREREMICE KGR EETIEVIENEE D, TS5V T OHFENLRESH
BEERIET HENEETY,

Both developers and users gain significant advantages from interoperable implementations of
browser functionality, however it's essential that any interventions ensure that the competitive
aspects of browsers are protected including the pressure to significantly invest in new and
cutting edge technologies.
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HREIE, LTOEIIFEREINEIRETY,
Standards should be used to:

1. T YHEOHEELEREDM L
Increase interoperability between Browsers

2. BUBREOEROISVFALET—DNEERICEAESL. TS/ —0tFa) T/ (CHTIESE
BEEUNINICRESNGWVEERMNG I — N\ IFRMTESLIITTHIE,
To allow multiple browser vendors from different companies an ability to be
meaningfully involved and provide constructive feedback including but not limited to
privacy and security concerns.

3. TSVHYRUE—~DEERF 1AV DR
Provide implementation documentation for Browser Vendors

REEFIBALTIIESAL,
Standards should not be used to:

1. BRELANIILOHEIE-BRL., F-ER T —~DIREE S
Reduce or block the level of investment OR pressure on vendors to invest

2. REWMBREOREERST . F-1FXT0V0T S
Reduce or block implementation of cutting edge functionality

3. RT4T B TTIERDEEEIEE
Designate functionality as being exclusive to native (proprietary) apps

4. FARBLHABEBNDELT HBEEOHEMEFE=FIBLSLETRICT S (B BERUHCEER
HABENFERRERAZIELTEIET D),
Enable third-parties to undermine features or functionality required by developers or
users (i.e. Telecommunication or Advertising Companies attempting to undermine
privacy rules)
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5.8. 75 —-JYJzL Uy
Browser Preferencing

PRERETIE. OSOT —bF—/—h M BICHEKLIZI SV EECBEAMICERTSMENRY LIFoh
TWEY,

The interim report brings up the issue of self preferencing the operating system gatekeeper's
own browser.

TITIIE H—FNR—T4DIT SO BDIU O FFE->TERETHILEYHEL. IOSTODY—R/—
TADT VY EBELZIELTOSEBIFEZTOET,

In our view Apple has effectively banned all third party browsers on iOS by blocking their
ability to differentiate themselves using their own engines, so currently issues around browser
preferencing on iOS are moot till this is resolved.

Android[ZDULVTIE, ChromelZ BT 2B EBIEZL KON EF MEBRZIRELTLET, ChITDOVTIE,
317 TERBALTLET, ChromeDE%EFIAZELAL (Android) .

On Android we have listed a number of concerns we have about Chrome and have proposed
remedies. This is discussed in 3.1.7Z. No Chrome Preferencing (Android).
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510 FI)IL—kv—X
Bluetooth

FREREEMNSAPPlelFITIHRRTNVET,
From the interim report Apple stated:

WebKit @ Web Bluetooth 1£#k1% . Bluetooth —HR—K7: & D Bluetooth % it & i #%
BENLTCA—HF—OBERBRIIT VALY IGEE £ 2a—F—DEFa)T1L
TZAN—IZHT BRI F N B R—bSh TV,

WebKit's Web Bluetooth specification is not supported due to the high risk to user
security and privacy, such as making it easier to access sensitive user information
through Bluetooth-enabled peripherals such as Bluetooth keyboards.

EHDMCIERLANTFET,
The HDMC asks:

WebKit Tl&. 2T -7TJIZDWT, BIZIE Bluetooth [Z&BT /131 RED %

ARSI TWELD, ZOEANI—HF—DtFa)Ta £TFM4/30—I2
HFBHIVRINENDNLELNIDFZBLFHRBALE Zondh,

Is it reasonable to say that WebKit does not support connecting web apps to
devices, for example via Bluetooth, because of the high risk to user security

and privacy?

ZHIZ DLV TIX. TBringing Competition to Walled Gardens |0 [5.5.1 Fingerprinting and Web

Device APIsJIZT. FELKELVTLVET,
We have written about this extensively in “Bringing Competition to Walled Gardens” in

section 5.5.1 Fingerprinting and Web Device APIs.
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OWA SAMNEEZIAHFELT-,
OWA wrote:

Web Bluetooth Tl. Web App (& Bluetooth T/N\A ADYALERMBITHIENTEE
A ZDRHY, I—HF—LDFREE (RIDIVIIEE) IZE>TDH . HAMETS
74 (2 Bluetooth T/NA AANDFEHH A TAVTREFACKSERTE, HAMETAL
A—ZRELTEBTELT NI RICYANEBOT AIREENHYET A 22— —DFE
BEFERTHILIETEEE A COVRNME, DTV ANY T 7T TIFGEL, 21—
H—NRATELSIILBYET . A —E. B— DT NARAANDT I EREHAT S
M FERET7IVEREREITIERTHIENTEET,

With Web Bluetooth, a Web App can not get a list of bluetooth devices. Instead, only
with user interaction (e.g., clicking on a button), can a site request the browser open a
permission prompt to connect to a bluetooth device and the site can provide filters to
potentially reduce the list to devices it can understand, but cannot skip the user’s
consent. The list is made available to the user, not to the Website/Web App. The user
can give access to a single device or deny access altogether.

INIETAA—TIVUEDFEEIEBEDENAEZTHY ., FVITT7IT) TA—HITBREIREHT
TAVTEERLET, BHROERIMBD/N—FDT AP| ZFNENITHRRTE, TALELT,
A—H—ICBELHAIEROEVDRYRATEETH AT, T4 H—TIVUNERTHDITEET
ED

This is a very unreliable method of fingerprinting and requires a scary permission
prompt to the user on each Web App. Similar arguments can be extended to each of
the other hardware APIs, they are all difficult to use for fingerprinting as it's impossible
to do so without alerting the users and requiring their permission.

"FINAR APl E D40 A=Y MZIFBEHICAREETY , EEEIEL., FhhdeARH(C
INL/ALTY,

“Device API’s are simply bad for fingerprinting. It is unreliable and really obvious
when it is used. “

Niels Leenheer HTML5test
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ApplelEBluetoothF—R—FE#HFED ¥ ) T4 RV ELTEFTLVET A, Web BluetoothldF—HR—
RPZEDMDEL—I A B—DTIARTINAREZTAYITBHET, ThoDEF 1) TRIREIHE TR L
TLWANDT, ifFriBEhhFEzt A,

Apple mentions Bluetooth keyboards as a particular security risk which is misleading since
Web Bluetooth specifically addresses these security issues by blocking keyboards and other
Human Interface Devices.

web bluetooth M7 YR TELNKSIZT B —EREEET 5 gatt_blocklist.txt [Z[X. LFDTAEE
NTLET,

The gatt_blocklist.txt which maintains services that prevents web bluetooth from accessing
includes the following lines:

gatt_blocklist.txt

# org.bluetooth.service.human_interface_device

# X—R—FLGEDHIDTNARIZEET VERTHE WebR—IAF—OH—IZHE>TLFED,

# Direct access to HID devices like keyboards would let web pages become keyloggers.
# 00001812-0000-1000-8000-00805f9b34fb

Web Bluetooth®t#: T3,
The Web Bluetooth specification:
1. EREREHCEREVD T, TSN\ —Z BRI EFE LTI
Is useless for fingerprinting, so it’s hard to argue it undermines privacy

2. BXAITAETFAN =D aVHNFELTEY., BERMGEX 1) T(BEEEZ ORI RO EES
NnTWET,
Contains an extensive security and privacy section where specific security issues and
their protections are listed

3. PYINDRATATIETIN—ry—RAEELYLKIBICERETIFA/N\—DMRI-NET,
Is significantly more secure and private than Apple’s native bluetooth implementation

F¥L<IL. "Walled Gardens [ZHt$x31=59 "M 5.5.1 BEHHALZILY,
For more information please read sections 5.5.1 in “Bringing Competition to Walled Gardens”
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6. ENAIILIOADRTLDADLIVEKRK
Brighter Future for Mobile Ecosystems

TORIINTIGFREARBACD LG EELGREEREFTL T2 LS, O TRBL-L, COMES(LFH#
T, HIMICERETHY ., COBLLT—ID=1T7 U REMEITIRATVET,

We would like to thank the Headquarters for Digital Market Competition again for considering
these important issues. Their report is detailed, technically accurate and captures the nuances
of this difficult topic.

ENAITAVRTLOTTIVART (E HEEITHLTREG/ T —EOV I/ U ETELET, CDF=0. 5
BihxtETOvILIZY . REMH DT ITVEAV A=V T 5-OIEEFITEBMBEEERLIZYTHIEN
TEFEY .

Mobile ecosystem app stores wield a lot of power and lock-in over consumers. This allows
them to both block competitors and charge consumers additional fees to install Apps from
competitors.

Web7FJI&, 7TVARZIZE>THEER AR EEFLLYFRETH. F-BORIELHX THRAL
LOHDEHIZKY, TREIOSTIEEITARARETT,

Web Apps could be an interoperable source of competition for app stores however they are not
currently viable on iOS for a number of reasons we have outlined in our answers and our papetr.

BRIE ENMDIAV AT LICEHREFELA—T —DRFRERYRT =OICFAREEZEZHL KOO DHFE
RERELTVET,

We have proposed a number of remedies that we believe are vital to restore competition and
user choice to the mobile ecosystem.

ENAIWN—FRDLT[FRU—TAV T VAT LDT—bFx——I%, BREFRETHTIVr—arx70y
LY BREMM DT TV r—2ar [ —E XIS LTHEEISEBMBEEHIRLIZYT HDTIFAEL, A
Jyb&1—H—DFRICE DV THEEFICEMDY—ERPY I 7ERETE-HISHETRETHHE
EATVET,

We believe that gatekeepers of mobile hardware/operating systems should compete to offer
additional services and software to customers on merit and user choice, not by blocking
applications that compete with their own or by charging consumers additional fees on
applications/services from competitors.

BADEFLBIE. BEFEDT —rF—/—DREREFNGENEHSE . BT TVBRFEDORED-HIZL
FETHFHNGLEREESF YV ATY,

Japanese regulators have a chance to blunt the anti-competitive power of incumbent
gatekeepers and create a level and competitive playing field for the future of mobile App
development.
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NLDEREICKY EBEEICIEIUTOESI LA YA BTN ET,
These changes will lead to the following benefits to consumers:

o FYBLDEHFE
More competition

o MEERWALETT)
Interoperable Apps

o XYUBRELTIY
Higher quality Apps

o TJ)DIEMIEIL
Lower cost Apps

o HEDENAILOSADOVIA MR
Less lock-in into particular mobile operating systems

BTHEN-EETIIE RENEEEICE TRROBREZL-5T
Competition not walled gardens leads to the best outcomes for consumers
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8. A—T oz T -FrRiHRA—
Open Web Advocacy

Open Web Advocacy (&, f RPDSESEFLE R ETEKY Iz 7HMTE LK T oI ET IL—T
T RRFLE. SLEE. BRI EED. COERICEB T X ERRBREMBBET DRERKREZIERT H1=0IC
BB EMTRGEREZRHEL. A—T> Web ORED-DOICESZEEHMELTVET,

Open Web Advocacy is a loose group of software engineers from all over the world, who work
for many different companies who have come together to fight for the future of the open web
by providing regulators, legislators and policy makers the intricate technical details that they
need to understand the major anti-competitive issues in our industry and potential ways to
solve them.

COXENEBLIUVLEAT—FIRTYIMII7HEMETHY ., BFFE. FEL. RAOFMARTEA
WIEITBEL TSN, TO BMIE., TRERBAL . EARMGREZHERL . ChAVEEBICEDSSLEE
5250 ELTHREIICK DB D RIREIEZRET 5 ETH D, It should be noted that all the
authors and reviewers of this document are software engineers and not economists, lawyers or
regulatory experts. The aim is to explain the current situation, outline the specific problems,
how this affects consumers and suggest potential regulatory remedies.

INIE VIR 7 EE BN LS EDRMILEE THY . EREOTSVFR A —42RERTHLDTIE
HYUFEE A,

This is a grassroots effort by software engineers as individuals and not on behalf of their
employers or any of the browser vendors.

BEILB. EBE. BERAEEMFICTLELT—23V/QRAEITLN. CORBFDORE Y IIZDWTEMMLR
WA FEIRE T HENAIRETT

We are available to regulators, legislators and policy makers for presentations/Q&A and we can
provide expert technical analysis on topics in this area.

DI DBEBETH—TUERRDI=DIZ, Fat-b—EICH-> TS A . BFELWEITHAE. TitFE
TIEMELTIZALY,

For those who would like to help or join us in fighting for a free and open future for the web,
please contact us at:

BFA—IL [/ Email contactus@open-web-advocacy.org
VA wR— [ Twitter @OpenWebAdvocacy
17 /| Web https://open-web-advocacy.org

Page 74 of 74


mailto:contactus@open-web-advocacy.org
https://twitter.com/OpenWebAdvocacy
http://open-web-advocacy.org

